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Abstract 

With the availability of fast growing and cheap storage technology, corporate organizations are 

storing fifty percent more data each year. This has increased the corporate data storage tremendously. 

To manage and analyse this big data in order to extract useful information for meeting the 

requirements of corporate business challenges is now the most crucial problem for organizations. 

Thus, researchers and data analysts are facing a big open research question how to find the 

computationally efficient and intelligent approaches for discovering the useful patterns, finding the 

characteristics of inherent pattern, identifying incoming patterns by using the knowledge of big data, 

and discovering the associations between extremely large numbers of variables. These are also 

essential not only for big data analytics but also for big data security since detection of security 

vulnerability of the data communication, storage and usage of big data also depends on the existing 

computationally intelligent data mining techniques. This paper discusses about the current 

capabilities of existing data mining techniques for big data challenges, their performance in terms of 

space and computational complexities. Then the paper also suggests some possible approaches of 

integration and optimization of existing techniques. Finally, it also discusses how those can be 

implemented by using current distributed computing facilities.    

Keywords—Big data analytics, security analytics, cluster computing for data mining, hadoop, 

mapReduce, SAP HANA  

1. Introduction 

According to a statistics [1, 2, 3], the technological per-capita information-storage capacity of the 

world has approximately been doubled every 40 months since the 1980s [1, 4, 5]. This has been 

facilitating to store much information than any past time. As data are increasingly being generated by 

ubiquitous information-sensing mobile devices, aerial sensory technologies (remote sensing), genome 

sequencing, cameras, microphones, radio-frequency identification chips, finance (such as stocks) 

logs, internet search, and wireless sensor networks; data size is growing by taking the advantages of 

increased storage capacity. According to the International Data Corporation (IDC), more than 1.8 

zettabytes (1.8 trillion gigabytes) data were produced in 2011, increasing by a factor of nine in just 

five years [1,2]. This grew to 2.8 zettabytes in 2012, a figure that continues to increase by 50% each 

168



year and will reach 40 zettabytes in 2020 [1, 2]. This enormous growth of data poses a big challenge 

to the traditional database management and analysis tools. The challenge of growth in big data is 

known to the industry as a “3Vs” model; growth in volume (amount of data), growth in its velocity 

(update time per new observation) and growth in its variety (dimension, or range of sources).  This 

paper discusses multidimensional challenges posed by the 3Vs in big data analytics and management 

including data capture, transfer, data mining (pattern discovery, classification, and prediction), 

visualization, data sharing and security in big data domain. It also discusses about the different 

security aspect and threat on big data, reviews existing data analysis algorithm their limitation to 

security analytics and possible solutions. 

 

2. Security issues with big data 

With the facility of storage and communication advancement, organisations now a days store a great 

deal of sensitive data regarding customers and employees, information on sale, confidential 

information on trade and finance in a centralized location. This gives them opportunity to analyse the 

context of the data which provides a clearer picture about their customers’ purchase-behaviour and 

helps in management and decision making. However, the centralised data becomes a target for the 

attackers, which is a potential threat for the organization to damage their business reputation. 

Therefore, corporate and large enterprise companies regularly collect terabytes of data for detecting 

possible threat and forensic analysis by using the log of different network events, software 

applications’ events and events generated by the activities of the users. The event information can 

increase up to 100 billion events from the logging in a day which cumulatively could increase as 

different other metrics such as the number of employees, operations and automation of activities 

increases [20]. The situation may become worse if company enters into the clouds. Traditional 

algorithms and tools for detecting security vulnerability and fraud from such an enormous volume of 

data provide inefficient results and computationally expensive [6, 8]. Many enterprise companies 

including phone companies and credit card companies have been using many fraud decathecting tools 

for decades. In addition to this, regulatory compliance on legal aspects is also important for 

companies in order to ensure that customer privacy is protected when in a centralized storage system. 

However detecting fraud or identifying malicious patterns of user access from big data requires 

custom build infrastructure, software model as well as high performance big data analysis and 

detection algorithm. This directs the data mining researchers to big data analytics on security (i.e. 

security analytics).  
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3. Big data Analytics:  

While analysing and mining the big data including extracting unknown pattern, finding association, 

developing a computational model for classification, generating decision rules or finding significant 

characteristics and dealing with historical data, the traditional data mining techniques face a major 

challenge of computational and space complexities. This in turn affects the analyzed models’ 

efficiency and accuracy which makes it almost impossible to apply on big data. Researchers have 

been making effort to address this issue for many years. The computational and space complexity and 

corresponding model efficiency have been dealt with many different ways. However, none of the 

approaches provides a single and robust solution; since most of the cases it requires restructuring of 

the existing algorithms and developing new approaches of optimization and fine tuning. The simplest 

way found in the literature is to reduce the data size.  

3.1 Data reduction by Progressive sampling and progressive boosting: In the literature, different 

approaches have been used to reduce the size of the big data and thereby to find a meaningful 

representation of large data. Progressive sampling and progressive boosting are one of them which 

were proposed by Aleksandar Lazarevic  et. al.[5]. These approaches are better than random 

sampling. Sampling techniques uses larger samples progressively and continuously in order to test 

the accuracy using a wrapper until it improves. A multi-dimensional histogram approach was also 

proposed by V. Poosala, et. al [6] which uses a joint data distribution divided into mutually disjoint 

buckets and approximates the frequency and value sets in each bucket in a uniform manner. Sampling 

techniques [5] require huge computations to avoid randomness and results may be different over 

different run.  Both sampling and histogram approaches do not look inside the pattern of the data. 

3.2 Data reduction by unsupervised learning: Unsupervised learning is a popular approach to find 

meaningful and compact representation of data that groups a set of samples in a manner that 

maximizes the intraclass similarity and minimizes the interclass similarity. When sample spaces are 

clustered, the samples within a cluster have high similarity with each other and show high 

dissimilarity to the samples of other clusters. The clustering process can use various proximity 

measures (e.g. Minkowski distance [18], Mahalanobis distance [19], Pearson co-relation [20], 

Global-K-Means [21] and various criterion functions (sum square error [22], Maximum Likelihood 

[23] in grouping the unsupervised data. However, most of the approaches face difficulties for large 

data set due to its own mathematical representation and need additional techniques which have been 

discussed later.  

Kechadi  et.al [7, 8] proposes clustering approaches for compact representation of data using a two 

pass process, first pass finds some statistical similarity among different data and take summarized 
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data from similar group and then cluster on the summarized data. The main task in the first pass is to 

achieve new data objects based on their static similarity, attribute value-pair frequency where each 

object represents one cluster of raw data. This way in the first pass will result smaller size than 

original data. The approach [7] will be beneficial if data comes from several distributions.  

Tian Zhang [16] proposes Balanced Iterative Reducing and Clustering using Hierarchies (BIRCH) for 

large data set which also does a kind of data compression reducing the number of batch processing. 

However BRICH has limitations that it may fail to find natural cluster due to cluster features tree (CF 

Tree) and spherical assumption of cluster shape.  

Two pass clustering techniques may be useful for unstructured big data analyses and reduction. 

However there are possibilities of losing important information. Therefore, statistical analyses in the 

first pass must be done carefully. The approaches can be improved by using incremental statistical 

computation including mean, standard distribution or other statistical measures (e.g ANOVA) based 

on certain threshold. 

 To overcome the computational and space complexity problem, parallel implementations of data 

mining techniques has been used in the literature. Parallel implementation has been applied in both 

unsupervised and supervised learning approaches for discovering unknown patterns from the data, 

characteristics of patterns and for classification or detection of unknown patterns form the supervised 

data. 

3.3 Parallel implementation of unsupervised learning to discover the pattern: 

Many different clustering models and distance functions are used in parallel implementation. Parallel 

hierarchical clustering [12], parallel k-means clustering [13], and parallel COBWEB [14], Parallel 

power iteration clustering [15] are the most common models. The major challenges in all of the 

approaches are both space and computational complexities. The computational complexity is reduced 

by dividing the task into many smaller sub-tasks for parallel processing. However space complexity 

due to storing the similarity/dissimilarity matrix in the memory has not been revealed much in the 

literature. 

3.3.1 Parallel power iteration clustering: In parallel implementation, many processors are used to 

cluster massive data. This approach also can take the advantages of infinite parallel computing 

resources of cloud computing for parallel processes to work. Parallel clustering approaches work on a 

Master Slave model where the computationally expensive similarity and/or dissimilarity/distance 

function is distributed among the parallel processes running in a group of slaves or clusters. The 

master process gets the sub-matrices of distance function from the clusters, concatenates the results 

and computes the clusters centres; then it sends the centroids to the clusters. Parallel power iteration 
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clustering [15, 16] have addressed this issue and taken steps to solve by splitting the data and fetching 

the data one by one. This generates huge traffic and repeated transmission. Node failure is also 

another challenge. To account the node failure in a traditional clustering approach is difficult. 

Therefore implementation of fault tolerant parallel clustering approach is crucial which needs 

improvement for both the clustering model and compatible communication protocol.  

3.3.2 Coreset clustering: This was proposed by Feldman[17] and Har-Peled and Indyk [18] which 

has a built in capability for parallel implementation, therefore is suitable for big data clustering. 

Feldman[17] and Har-Peled and Indyk [18] prove that a small set of data can be determined, namely 

corset, to maintain the properties of the original data which is capable to improve the K-mean 

clustering [17,18]. Feldman [17] shows that coresets can be constructed in parallel as well as in a 

streaming setting; due to the fact that the union of corsets is again a corset [17]. When data is 

distributed, then each machine computes a corset which can be sent to a master to form a larger corset 

and find the global clusters for all data. This directly leads to a distributed algorithm and useful for 

big data clustering. However, initial approach by Feldman [17] has not been implemented for 

distributed algorithm.  

3.4 Supervised learning approaches to big data  

Supervised learning approaches are widely used for detection of security threats, attacks on enterprise 

networks and systems and for Malware, antivirus detection. Therefore supervised learning approach 

is also an excellent choice for big data security and analytics. Supervised learning needs training from 

known data to develop the model and estimate the parameters. The computational model is later used 

for other unknown data to identify unusual condition. 

Many different types of supervised learning approaches are used in data mining problems including 

Support Vector Machine, Neural networks, Bayesian learning, decision tree and statistical approaches  

(regression analysis). In general, training of all these standard techniques of supervised learning is 

computationally expensive which become very much expensive for big data. In addition to that, while 

finding significant features, search space becomes exponential to the dimension of the data in the 

worst case. Many approaches [26, 28] in the literature have been proposed using different search 

strategies to improve the complexity; best complexity found in the literature which is polynomial to 

the dimension of the data [26, 28]. However for big data, dimension is also very big and repeated 

execution of wrapper technique for this dimension is still far beyond the standard computational time.    

This makes difficult to apply traditional machine learning technique on big data. Parallel 

implementation is the first choice to address this issue. Many parallel model of standard classification 

technique have been proposed in the literature. 
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3.4.1 Parallel Support Vector Machine (SVM) 

Support Vector Machines (SVMs) are one of the popular supervised learning techniques. This 

approach particularly increases the space complexity as the volume of the data increases which makes 

it infeasible for big data. However, a parallel version of SVM can be made which is a potential 

candidate for big data.  Hans Peter Graf and Vapnik [19] proposed parallel SVMs. In a parallel 

version of SVM [19], the data is split into many sub-sets. Each subset resides in a separate cluster 

where a SVM is trained on each subset. At the first level as many SVMs are employed as the number 

of subsets/clusters. Each of the two sets of support vectors computed by two SVMs from first level 

are combined into one set and fed to next level of SVM. The cascading procedure continues until 

there is only one set of vectors is left. Thus the cascade SVM can be distributed over many clusters to 

reduce memory and computational requirement making feasible for big data analyses. 

      

3.5 Time varying analysis of big data for security: Historical data collected over time has 

significant contribution in detecting persistent threat and potential unauthorized use of data. Different 

machine learning techniques including Hidden Markov Model [21, 22], artificial neural network, 

Time Delayed neural Network (TDNN) [23] have been used for intrusion detection. However, our 

recent research [24-26] on time varying models for ANN [26] and HMM [24-25] shows that the 

traditional training technique computes sub-optimal models which degrade the performance of 

detection algorithm. Different optimization approaches have been investigated in the articles [24-26] 

to achieve optimal estimations for sequential models for time varying data analysis. However these 

models have neither been investigated for big data analysis nor any security analytics for big data. 

Cluster computing may be a possible solution to integrate and optimize the training algorithms [24-

25] for big data and its security.  

 Jemal et.al [34] proposed a multi-tier ensemble classifier for big data which combines diverse 

ensemble meta classifiers into several tiers simultaneously and finally merges the results into one. 

This approach will be suitable for distributed computing implementation at higher tiers.  

 

4 Approaches to the integration of algorithms for big data analytics in real-life  

Recently, Apache Hadoop [30] has become the most widely used software platform for analysing big 

data. Apache Hadoop allows parallel/ distributed processing of big data sets across clusters of 

commodity servers using a parallel programming model and a distributed file system (DFS) where 

the DFS is designed to reliably store very large files on the parallel data nodes. Hadoop Distributed 

File System (HDFS) is a block-structured file system where each file is divided into a number of 

blocks of a predetermined size. These blocks are stored across a number of clusters. HDFS is 
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implemented in the master-slaves architecture where master server stores the metadata (called Name 

Node) and file content data is stored separately on slave servers, (called Data Nodes). 

Communication between the nodes is done using TCP/IP protocols [30]. Google’s MapReduce [31] 

can be used as a programming model for parallel data processing in the Hadoop distributed 

computing environment [32, 33, 34,35]. In this programming model, the main task is divided into 

many parallel subtasks. Then the parallel task is completed in two main phases (the Map phase and 

the Reduce phase). For each task a mapper is created which transform each input element 

individually to an output data element as a list of (key, value) pair. A reducer of the programming 

model takes the output of the Mappers  and combines the values corresponding to a set of distinct 

keys by following the objective function of the main algorithm. 

Currently many corporate companies are extensively using Hadoop distributed computing 

environment. A complete list of companies using Hadoop is available in [32] including Yahoo, 

Facebook, Linkedin, AOL, IBM, The New York Times. Yahoo! has the world's largest Apache 

Hadoop application (The Yahoo! Search Webmap) that runs on a more than 10,000 Linux clusters. 

This is used in every Yahoo! Web search query [33].  

Whilst Hadoop provides massive reliability, scalability and the ability to batch process it has 

limitations currently to provide a realistic solution and a user-friendly platform for any real time 

analytics to the developers. Given the time sensitivity of fraud detection in particular there is a real 

need to detect suspicious patterns of behaviour whilst they are happening; the capacity for real time 

analytics on big data is therefore a critical requirement. 

              Technologies such as SAP HANA [29] have the capacity to integrate with Hadoop and Hive 

enabling the development of a multi-tier approach to big data security. This integration can be 

achieved in different ways depending on the use case. Hadoop data can be queried by HANA on the 

fly using the HANA Smart Data Access tools or can be replicated in HANA’s in memory database 

via a dedicated HANA/Hadoop connector. HANA’s performance gains are only realised by allowing 

the data to reside in it’s in memory columnar data store and therefore the replicated data use case is 

best when performing computational expensive calculations. This multi-tiered approach could consist 

of deep analysis and batch processing of largely unstructured data at the Hadoop level, structuring of 

the data and tradition data warehouse analysis through Hive, and real time querying, reporting and 

analysis of structured data at the SAP HANA level.   

 

Researchers can exploit the data on any tier via a combination of open interfaces and native 
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integration, for example in the HANA tier, scientists can call out to R-procedures natively within 

HANA’s SQL code or HANA’s data can be consumed through OData Web services. 

 

5. Conclusion 

Advancement of fast data storage technology has made easier for organization to store large volume 

of data. However, this brings an open challenge for both organizations and data scientist communities 

how to analyse the big data in a computationally efficient way so that inherent knowledge in the big 

data can meet the corporate requirements. This paper presents and reviews the existing data mining 

techniques including supervised and unsupervised approaches and different data reduction 

techniques. It also discusses and compares the parallel implementation techniques in the literature for 

analysing big data and related security analytics. The paper also proposes how to integrate clustering 

and classification techniques in distributed environment for big data analytics. Then shows some 

example distributed computing environment including Hadoop and SAP HANA and its application 

for big data. 
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