
Dynamic Risk Assessment Tool for Supply Chain: 

A Risk Quantification and Analysis for Decision 

Making

1Rohit Kumar Singh, 2Dibya Sundar Sharma, 3Aman Sinha, 4Vivek Khanzode 
1National Institute of Industrial Engineering, Mumbai 

2IIM Indore 
3Mahle Behr India Ltd. Pune 

4National Institute of Industrial Engineering, Mumbai 
1rohit7343@nitie.edu,2p13dibyas@iimidr.ac.in,3aman.sinha@in.mahle.com,4 vivek.v.khanzode@gmail.com, 

 

I. INTRODUCTION 

Definition of Probability is how much an event is like-

ly to happen. Certainly there are uncertainties lying in an 

event because of some decision that we call “Risk” of 

failure of an event. The chain starts from a supplier to a 

customer where material, information and funds flow in 

both the directions. Supply chain managers make different 

strategies to reduce the disruption in flow of these three 

factors but still there is always risk of failure because of 

different factors associated with supply chain. As per 

More Khan and Bernard Burnes in their research paper 

“Risk and supply chain management: creating a research 

agenda” risk in supply chain can be primarily divided in 

to two main types. First is the technological risk and sec-

ond is strategic risk. Companies however, takes measures 

to keep the suppliers in control by score card system or by 

continuously reviewing them but this too increases supply 

chain risk as the number of suppliers base reduces. Further 

considering the above reasons, first there is a need to iden-

tify these factors which may be responsible for any kind 

of deviations in the required results. Some of these factors 

are controllable and some may not, but the level of effect 

of that particular factor needs quantification so as to ac-

cess the level of risk pertaining to every factor.  

A live case example of BEHR India’s supply chain is 

taken in this case to study the risk associated with its over-

seas vendors and risk pertaining to its imported material. 

By the same logical approach as stated above, firstly the 

different risk associated with supply chain, its external and 

internal factors causing the risks, in any particular part of 

the supply chain is identified. Once the different factors 

were identified, the data was collected using various data 

collection techniques to quantify the risk that is being dis-

cussed about. Risk quantification can be done with the 

help of different mathematical and statistical model, and 

with the help of these models different risk bands were 

created which basically signifies the severity of risk asso-

ciated with any particular factor.  

Supposing a supply chain manager needs to select a 

vendor for distribution of a new material or the manager 

gives an order for supply of a material, he needs to access 

a vendor performance based on delivery, quality defects 

and many other factors depending upon the material pro-

cured. Failure in delivery or not supplying within time or 

supplying defective parts is an example of risks to the 

manager. Quantifying these risks, a supply chain manager 

can analyse the risk associated with any particular vendor 

with respect to the associated factors and then he can 

make decisions based on the results thus obtained. Dy-

namic risk assessment tool is a decision making tool for 

managers and thus it might also help to make proper strat-

egies for mitigating risk in a system.  

 

II. LITERATURE REVIEW 

An initial review of the literature on risk management in 

supply chains led to the identification of three major gaps. 

First, no definition exists that adequately takes into ac-

count the unique dimensions of risk and risk management 

in a global supply chain. Rather, there are a multitude of 

definitions and conceptualizations, and therefore, confu-

sion arises between terms such as risks, uncertainties, vul-

nerabilities, and sources of risks. Second, strategies to 

address risks warrant more attention (Juttner, 2005)6. Alt-

hough several studies provide a list of risk management 

strategies Baird, I. and Thomas, H. (1990)1, ,Christopher, 

M. and Lee, H. (2004)3, these studies do not address how 

managers select among them, i.e. the antecedents to global 

supply chain risk management strategies, and their conse-

quences. Cooper, Lambert and Pagh, (1997)5, suggests 

investigating risk management in different supply chains 

and developing strategies based on their environment. 

Third, there is limited research on moderators of the risk 

management process (Manuj and Mentzer, 2008)7 

There is wide research available in risk management 

which state the risk factors (Chuang 2001)4 and different 

causes of risk. Past research also tell us about different 

phases of risk management, and how external and internal 

factors define risk for material, information and finance 

flow. There has been much work done on risk identifica-

tion area but there are no well-defined guidelines for risk 
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assessment. There is a research gap, and to asses risk and 

quantifying them to understand the severity of that risk is 

not available. Different strategies have been developed to 

mitigate the risks (Bettis and Thomas (Eds) (1990))2, but 

what strategy we need to apply in which condition or at 

which risk level is not defined which is needed to be de-

veloped. 

In supply chain there are so many uncertainties present 

and there is always a need to make decisions in procure-

ment, quantities, supplier selection, quality issues, produc-

tion planning and customer request fulfilment. Therefore 

if a tool is available which can tell us uncertainty and risk 

associated with every decision, then it would be very logi-

cal to make correct decision in supply chain. If a material 

is to be selected, a purchase manager can check that how 

many vendors provide that particular material and what 

are the different risk associated with different risk factors 

for each vendor. Thus as per the requirement a manager 

can decide as to which risk factors are critical and then 

can finally select a desired vendor. This vendor should be 

visible on Risk Radar and with the risk priority number 

that will be generated it would help to make correct deci-

sions. 

III. DYNAMIC RISK ASSESSMENT TOOL 

A. Methodology and Phases of Work 
Risk is something measurable in a sense that estimations 

can be made of the probabilities of the outcome whereas 

uncertainties are not quantifiable and the probabilities of 

the possible outcome is unknown. But risk factors increas-

es when the uncertainties increases and vice versa. Risk 

management normally begins by assessing factors such as, 

the likelihood of specific events occurring and the conse-

quences should the event actually occur. 

Risk management has different phases of execution; the 

first task is to identify risk in your system. What is poten-

tial risk associated in every part and after that what are the 

potential hazards of that risk. Those hazards can be ex-

plained in both qualitatively or quantitatively manner. 

Quantity analysis will correctly describe the severity of 

that risk and then on the basis of risk severity proper risk 

mitigation strategy can be formulated. Similar method was 

adopted for supply chain risk management. 

 
Fig.1 Risk Management Parts 

 

B. Risk Identification in Supply chain 

Identify different factors; like the customer’s side risk: 

1. Customer demand variability 

2. Customer delivery date variability  

3. Customer price variability 

4. Risk due to customer location 

5. Risk due to competition between different sup-

pliers 

Risk can result from internal uncertainty and external un-

certaintyand thus the risk factors can be categorised on 

basis of controlled risk or uncontrolled risk. In the same 

way all the risk factor related to production planning, 

manufacturing operation and from supplier side can be 

found out. 
 

C. Risk analysis and quantification 

After assessing the total risk factors present in supply 

chain, risk quantification was done that was based on the 

past data. 

D. Risk mitigation 

Its purpose is to decide on the most appropriate manage-

ment response for each risk/combination of risks and what 

strategic and tactical plans to use to cope up with those 

risks. 

 
Fig.2 Step wise methodology of risk management 

 
 

IV. FACTORS WHICH AFFECT SUPPLY 

CHAIN RISK 

Supply side may have issues related to inbound supply 

chain such as supplier quality defects, nonconformity on 

the delivery date of materials, nonconformity on sched-

uled quantity of materials by supplier, some risks which 

are not directly related to supplier but on warehouse loca-

tion or manufacturing location like some legal issues, cus-

tom related issues, and risk due to inbound transportation 

medium. All these issues can detrimentally affect inbound 

supply chain. 

If every problem is analysed in a supply chain then it will 

be easier to find out every risk factor which causes the 

uncertainty in the system. Thus, if it is seen from the cus-

tomers’ point of view, nonconformity of quantity and of 

delivery date can happen, or there can be forecasting error, 

or inventory piling up or shortages, breakdowns. These 

are some risk factors related to manufacturing operations. 
 

Some factors which cannot be predicted on past data are 

sudden political changes in any country, policy change, 

accidents during transportation etc. But risk mitigation 

plan can be developed for these conditions like alternate 

sourcing, safety inventory etc. 

 

 

 

Suggestions to mitigate the risk and action plan

Develop model to Quantify the dynamic risk associated with suppliers and import material

Identify different risk associated based on risk factors identified 

Find different factors which are causing risk in supply chain.
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V. A DYNAMIC RISK ASSESSMENT TOOL: 

IN CONTEXT OF OVERSEAS SUPPLIER 

AND OVERSEAS MATERIAL 

A. Pair wise comparison of all risk factors  

There are many risk factors but all risk factors are not 

equally detrimental to supply chain. Some factors are ex-

tremely vital and some have mild effect. Every supply 

chain manager has priority for every factor and depending 

upon the factor which he decides, it is important for the 

organisation as well. To start with, every risk factor is 

assigned a weight by comparing it with the other associat-

ed factors. Weighted average method was applied to give 

weightage to every factor simultaneously. 

 

Table 1:  Pair wise comparison of risk factors and weight-

age calculation 

 

In the above table ratings are assigned from (1-10) to each 

and every risk factor. These ratings are provided by dif-

ferent managers of supply chain and if ratings of all man-

agers are averaged out then these ratings can be used to 

find out the exact weight of risk factor out of 1 as shown 

by above table. 

These weightages are used for calculating final risk by 

multiplying these weightages to risk number generated for 

every factor from past data analysis and finally risk coef-

ficient for every factor can be calculated. 

 

Risk 

factors 

Example of 

Risk factor 

Weight-

age 

Risk 

num-

ber 

Final risk 

coefficient 

Factor 1 

Quantity vari-

ability 
0.256 0.21 0.054 

Factor 2 

Delivery Date 

variability 
0.179 10.12 1.816 

Factor 3 

Lead time 

taken 
0.179 0.91 0.164 

Factor 4 Quality issues 0.077 1.00 0.077 

Factor 5 Legal issues 0.179 0.40 0.072 

Factor 6 Stocks 0.128 1 0.128 

  

1.000 
 

2.311 

Table 2: Table for final risk coefficient table 

B. Calculation of Risk number for every factor 

Let’s say for one overseas supplier there are six factors for 

which risk number is to be calculated. Now for every fac-

tor if statistical methods is used like if, due to noncon-

formity of delivery date, there is a mean value and stand-

ard deviation of total variation in delivery date for that 

supplier, to calculate risk number a limit was set on our 

total variation.  The variation should not be more than 

68% of total variation it means we restrict variation in 

between plus minus one standard deviation.  
  

There is also a safety time for that vendor. We divide 

mean plus one standard deviation from safety time thus 

we can find maximum possible allowable risk number. 

Other factors which have been taken in consideration for 

quantification of other risk factors are- 

1. Manufacturing lead time of vendors 

2. Country from where material is being imported 

3. Total transit time 

4. Total safety time for every material 

5. Legal issues of 3PL 
 

C. Delivery date variability risk coefficient calculation 

One example of vendor code of 2379600 was taken. Here 

the mean and standard deviation of variation of delivery 

date was calculated. X is symbol for mean and sdv is 

symbol for standard deviation. Mean plus standard devia-

tion( x+sdv) was calculated,  by x+sdv was restricted to 

maximum risk up to this number and then subtract safety 

time from it and divide the result from safety time this will 

generate a risk coefficient for that particular vendor. In the 

same way the risk number for every vendor and material 

was calculated. Safety time for every vendor and every 

material is fixed and it depends upon the criticality of that 

material.  

 

 
Table 3: Delivery date variability risk coefficient calcula-

tion 

 

X= mean of Mod weightage 

STD = Standard deviation 

x-sdv 
x-

.5*sdv 
X x+.5*sdv x+sdv 

0.006 1.397 2.789 4.180 5.572 

 

Risk bands are created on basis of risk number calculated 

for each vendor. Mean and standard deviation of all risk 

numbers are calculated. 

 
 From these risk bands the number of suppliers in high 

risk zone or medium high risk zone was found and here 

necessary steps can be taken to reduce the risk. 

 

 

 

 

 

VENDOR mean SDV x-sdv x-.5*sdv x x+.5*sdv x+sdv
safety 

time 

(W)

(x+sdv)-

W=D1

D1/W=

Weighta

ge
254400 38.90 26.06 12.84 25.87 38.90 51.93 64.96 10.00 54.96 5.50

289800 36.11 42.21 -6.10 15.01 36.11 57.22 78.32 10.00 68.32 6.83

1113378 15.72 11.45 4.27 10.00 15.72 21.45 27.17 15.00 12.17 0.81

2379600 58.77 52.40 6.37 32.57 58.77 84.97 111.18 10.00 101.18 10.12

2482700 11.00 15.56 -4.56 3.22 11.00 18.78 26.56 10.00 16.56 1.66

2881200 19.13 15.01 4.11 11.62 19.13 26.63 34.14 10.00 24.14 2.41
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Table 4: Risk band and their significance 

 
 

Table 5: Quantity variability risk coefficient calculation 

 
 

Table 6: Risk band and their significance 

 
 

D. Quantity variability risk coefficient 

Risk coefficient can be calculated in same way with suita-

ble statistical method and then risk bands can be created to 

formulate mitigation plan. 

 Taking an example of vendor code 2379600, mean and 

standard deviation for order or delivery quantity was cal-

culated and same was calculated for received quantity 

(from goods receipt note (GRN) data).Next, the difference 

between sum of mean and standard deviation for both the 

quantity was calculated and then this difference from av-

erage of delivery quantity was divided and risk coefficient 

was calculated. Average of delivery quantity is used for 

division because this deliver quantity is generated by buy-

er only. 

A.  Risk coefficient due to quality defects 

Total percentage quality defects out of total material sup-

plied by a supplier can be calculated and risk band can be 

created with help of these percentage defects. 

B. Risk coefficient of Lead time variation 

Total lead time is a combination of total manufacturing 

lead time plus total transit time. Overseas material comes 

from sea and air medium. Transit time for sea varies from 

30 days to 55 days and transit time for air varies from 10 

to 20 days. So risk coefficient is calculated from total lead 

time including manufacturing lead time of vendor. Risk 

coefficient is calculated by dividing lead time by mean of 

all lead times. 

C. Risk coefficient of Legal issues 

There are 15 numbers of countries from where material is 

imported. There are different legal and manufacturing 

issues in different countries because of which risk persist 

from supplier side. Different Ratings from 1-10 have been 

given to these countries by experts of company as per the 

past experiences who continuously deal with different 3PL 

services in those countries. According to the number pro-

vided risk coefficient for lead time was calculated. 

 

VI. THE DYNAMIC MODEL 

Dynamic model has a latest   incorporated system wherein 

it captures last three months data about all risk factors. So 

with help of this recent data latest risk coefficient for eve-

ry factor will be calculated. Total risk coefficient has been 

generated by multiplication of two numbers; one is risk 

number generated by statistical method and second is 

weightage of particular risk factor generated by weightage 

method. Hence we get a final risk coefficient for every 

vendor and every material. 

Risk bands were already created, which can help in de-

termining total number of supplier in high risk zone and in 

medium high risk zone. So if new risk coefficient is calcu-

lated for new updated recent data improved risk status by 

comparing new and old risk zones can be found. Then 

comparing that how many suppliers move from high risk 

to medium high risk or low risk zone, subsequently effec-

tiveness of our risk mitigation plan can be measured. 

 

  

Risk 

due to 

quantity 

Risk due 

to date 

variability 

Risk 

due 

to 

legal 

Risk 

due 

to 

lead 

time 

Total 

risk 

Risk catego-

rization  

Material 

name 
FA158001 1.05 6.23 0.40 0.97 8.64 Green 

Low 

Risk 

Vendor 

code 
2379600 0.21 10.12 0.40 0.91 11.64 Yellow 

Medium 

risk 

Vendor 

name 

Gebrüder 

Hahn 

GmbH 
     

Blue 
Medium 

high risk 

Country Germany 
     

RED 
High 

risk 

       
Maroon 

Very 

high 

risk. 

 

Table 7: Model developed for dynamic risk assessment 
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VII. CONCLUSION 

Risk is always present in every decision but important part 

is to know what would be the resultant risk with every 

decision and what the severity of that risk is. Frequency of 

occurrence of the risk and detection of the risk is another 

important factor which needs to be considered while quan-

tifying them. 
This model can be applied to any practical situation in any 

company but risk factors which are taken can be different 

from what to be considered. Risk factors completely de-

pend upon the supply chain structure and policies of any 

organisation but fundamentally quantities analysis can be 

done as per given in the paper and risk coefficient can be 

calculated. But limitation to apply this model is that it 

require continue updating of data. If data is missing for 

some period then results would not be accurate. Another 

limitation is that logic applied should be proper to develop 

risk number. Incorrect logic will result in incorrect analy-

sis. 

A more sophisticated and advance model can be de-

veloped, which will give notification of upcoming risks in 

next three month period and it will also show risk impact 

date and its impact on cost, production, material and quali-

ty. 
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