
Proceedings of the International Conference on Industrial Engineering and Operations Management 

Pilsen, Czech Republic, July 23-26, 2019 

© IEOM Society International 

 

 
 

The Efficient and Precision Nature Within The Cyber 

Physical Systems (CPS) And Industry 4.0 Technologies In 

Industry Operations. 
 

Albert J. Viljoen, Andre Vermeulen, Jan-Harm C. Pretorius 

Post Graduate School Engineering Management 

University of Johannesburg, Auckland Park, Johannesburg, Gauteng, South Africa 

albertviljoen247@gmail.com, avermeulen@uj.ac.za, jhcpretorius@uj.ac.za 

 

 

Abstract 

This paper reviews the extent of the disruptive nature of Industry 4.0 technologies applied to existing manufacturing 

industries. The inherent efficient and precision nature presented within the Cyber Physical Systems (CPS) and the 

nine pillars of Industry 4.0 technologies will increasingly exploit industry operations. This development of strategies 

and the impact thereof is significant for the drivers impacting on competitive forces within industry as well as 

consumers across the globe. 

The paper objective will therefore by means of research study illustrates how to (i) critically analyse the current 

developments of the nine pillars Industry 4.0 (ii) identify the dynamics of CPS’s in the short term and (iii) how a 

multitude of exponential improvements can be realised for the early adopters of a digital strategy as a catalyst for 

increased organisational capability maturity through exponential continuous improvements and sustained innovation 

opportunities. 

The research results obtained therefore assisted in the design and testing of a comprehensive integrated Lean Six-

Sigma (LSS), Critical Success Factors (CSF’s), Design For Six Sigma (DFSS) and CMMI framework interacting 

and supported by Industry 4.0. The developed framework is undergoing testing at an international auto manufacturer 

in South Africa. The framework will assist the organisation to optimise processes and product quality coupled with 

product performance transcending into successful capability maturity outcomes in the pursuit of increased customer 

loyalty. 

 

Keywords: Capability Maturity, Continuous Improvements, Cyber Physical Systems (CPS), Industry 4.0, Industrial 

Internet of Things (IIOT’s) 

 

1. Introduction  

Continuous Improvement remains a pursuit to perfection striving for improvement in products, services and 

processes. Two classifications of improvements are observed, with one characterised through incremental 

improvement over a period of sustained Kaizen activities and another of breakthrough improvement of all at once. 

The Data Science of Continuous Improvement 
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2. Purpose of the paper 

The constant consumer demand and technology changes necessitated the review of contribution in terms of 

capability maturity in both service and manufacturing industries. It is observed by Jones, C., and Pimdee, P. (2017 

that recent technological advances observed in the Industrial Internet of Things (IIoT’s - defined as Industry 4.0 

technologies) that Industry 4.0 indeed enables Lean through the deployment of smart data science. 

3. Related Work 

Cyber Physical Systems (CPS’s) within the nine pillars of Industry 4.0 enables systems or processes to be both self-

adjusting and self-regulating through the interconnected nature of modern-day systems and subsystems. This is 

facilitated by constant data streams with predetermined logic with human programming but increasingly more 

significantly in machine learning through Artificial Intelligence.  

Data Science is observed as the continuing convergence of the physical and the cyber domains and is observed to 

be the main driver of innovation and change in all industries of the global economy. The global economy is being 

transformed as a result of the continued exponentially growing amount of data and the ever-increasing convergence 

of various low-cost technologies that are emerging through the confirmation of Information and Communication 

Technologies (ICT) which is responsible for the evolution of the global industrial economy. In Asia Pacific, 

Europe and North America, the IIOT’s, Data and Services is a symbiotic link in managing energy transformation, 

in developing a sustainable mobility and logistics sector, in providing enhanced health care and in securing a 

competitive position for the leading manufacturing industry.  

This article discusses the Data Science of Continuous Improvement and its impact, challenges and opportunities of 

digitisation and concludes with recommended policy action. The two key instruments for enhanced value creation 

in the CPS in Industry 4.0 are platform-based cooperation and a dual innovation strategy as observed also in 

Kagermann, H. (2015). 

4. Research Design 

The nature of this research is primarily exploratory and descriptive. The main elements of the research are formed 

by Phase 1 by means of thorough literature reviews in terms of emerging Industry 4.0 technologies, Lean Six-Sigma 

(LSS), Design For Six Sigma (DFS)S and Capability Maturity (CMMI), (note: - limited number of literature / 

references shown in this paper). Phase 2- survey questionnaires and interviews with industry specialists. Phase 2 

targeted knowledgeable LSS and DFSS industry participants across South Africa and Internationally. The 

questionnaires and interviews were designed with specific research objectives to determine: 

i. Research Objective 1: The most significant CSF’s for LSS successful deployment in an organization. 

ii. Research Objective 2:  The most significant CSF’s for successful DFSS deployment in an organization. 

iii. Research Objective 3:  The contribution of CMM to LSS and DFSS implementation where such models 

have been explored. 

iv. Research Objective 4: The impact leadership have in achieving capability maturity. 

v. Research Objective 5: Designed integrated framework assisting organisations to achieve capability 

maturity. 

In addition to the five research objectives the paper is designed to (i) critically analyse the current 

developments of the nine pillars Industry 4.0 (ii) identify the dynamics of CPS’s in the short term and (iii) 

how a multitude of exponential improvements can be realised for the early adopters of a digital strategy. 

 

5. Critical analysis of the nine technological pillars observed in Industry 4.0 

The nine technological pillars observed in Industry 4.0 are (i) Industrial Internet of Things (IIOT’s) - embedded 

computing enables field devices to communicate and interact both with one another with more centralised 

controllers including decentralise analytics and decision making in terms of enabling real-time responses; (ii) Cyber 

Security – closed and unconnected cyber systems are no longer the norm with increased levels of interconnected 

devices necessitating the increased need for robust cyber security protocols; (iii) The Cloud – increased levels of 

data interchange across the organisation, assets and supply chain as a  characteristic of Industry 4.0.; (vi) Additive 
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Manufacturing (AM) – categorising a process by which digital 3D design data is used to build up a component in 

layer upon layer of material deposits; (v) Augmented reality - based systems that support a variety of services, such 

as selecting parts in a warehouse and sending repair instructions over mobile devices.; (vi) Big Data Analytics - has 

emerged as a simile for many varying business intelligence (BI) and application-related applications.;(vii) 

Autonomous Robots - autonomous robots are intelligent machines capable of performing tasks in the world by 

themselves, without explicit human control or command; (viii) Simulation – during the design phase, 3D 

simulations of products, materials, and production processes with increasing modelling and accuracy whereby these 

simulations also replicate virtual organisations and operations. This real-time data replicates the physical world in 

Cyber Physical Production System (CPPS) such as equipment, products, process and human interaction. and (ix) 

Horizontal and Vertical System Integrations – where several of the world’s most technological IT systems are 

still not integrated in totality. This include Supply Chain Management (SCM) and visualising real time SCM issues 

inclusive of functional areas such as logistics, quality, R&D, engineering, production and service.  

Figure 1 depicts the 9 pillars of Industry 4.0 that supports both LSS and DFSS methodologies in using Big Data 

computing, Autonomous Robotics, Design Simulation, System Integration, Internet of Things, Cybersecurity, Cloud 

Computing, Additive Manufacturing and Augmented Reality that enables cost, reliability and speed parameters. 

 

Figure 1. Industry 4.0 and 9 technological pillars presented in Cyber Physical 

Systems (CPS). 

All the above ensures that Industry 4.0, companies, departments, functions, and capabilities are increasingly 

evolving into a cohesive, data-integrated networks evolve and enable truly automated value chains.  

6. CPS dynamics and industry relevance 

The term Cyber-Physical System (CPS) originated at the National Science Foundation (NSF) in the United States 

around 2006 in Gunes et al. (2014) which depicts a variety of complicated multi-functional interdisciplinary 

advanced technologies which are known to be physically-aware of their functionality and integrated in various 

industries. This integration is not only limited to observation, communication and control aspects of the physical 

systems from the multi-disciplinary and multi-functional viewpoint. CPS take advantage from the integration of 

cloud-based and Service-Oriented Architecture (SOA) to deploy end-to-end support from the cradle to the grave 

perspective. CPS can interact with all the hierarchical layers of the automation pyramid (i.e. ERP, MES, SCADA, 

PLC, field level) and are able to empower the exchange of information across all the phases, resulting in a better 

product-service development considering product and process efficiency, timing and sigma quality.  

It emerges to be very significant that CPS have the potential to impact massively globally in terms of economy and 

society and therefore industrialist operating in CPS and Industry 4.0 domains take note of future developments. 

Furthermore, several challenges should be addressed such as privacy, security, dependability, genitive abilities, 

human interaction, ubiquity, standardisation, robust connectivity and governance.   
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7. Exponential impact of Industry 4.0 technologies 

To determine the extent of Industry 4.0 technologies on industries and societies is not very simple due to the nature 

of the CPS and its inherent nature to accelerate operations, improve quality constantly trough self-regulation, real-

time-measurement producing flawless processes and products, maximising yields with exceptional levels of 

flexibility and Lean Six Sigma personified.  

Some maturity models have already been developed for determining Industry 4.0 capabilities. These models explore 

both readiness for Industry 4.0 and maturity of organisations in the production and manufacturing industries.  

8. Research findings 

The research results obtained assisted in the design and testing of a comprehensive integrated LSS, CSF’s, DFSS 

and CMMI framework interacting and supported by Industry 4.0. The framework assist organisations to optimise 

processes and product quality coupled with product performance transcending into successful capability maturity 

outcomes in the pursuit of increased customer loyalty. 

The CSF’s contributing to effective LSS deployment was confirmed in comparing previous literature 

reviews of 31 similar research documents. Research survey results obtained across multiple industries (Financial, 

Insurance, Pharmaceutical, ICT, Aerospace, Automotive, etc.) and participant responses from global geographical 

origins (Asia, USA, Canada, Europe, South Africa, etc.) inclusive of interviews with industry specialist to determine 

geographical assisted in identifying industry relevance of CSF’s and LSS.  

Table 1 summarises CSF rankings according to Cronbach’s alpha. The survey results confirmed Management 

commitment as the single most important CSF in achievement of successful LSS deployment. The significant 

changes in CSF ranking is observed in the 2016 survey results where the increased prominence in ranking position is 

found in CSF’s number 4, 5, 6 and 8 compared to earlier research in Laureani, A. and Antony, J. (2012). Interviews 

conducted also confirmed that the metrics should not be exclusively linked to financial improvements but also 

customer LSS metrics in CSF number 4. LSS staff selection has emerged as a significant CSF including Myers 

Briggs personality testing on Black Belts and Master Black Belts in similar research conducted in Thompson, S.J. 

(2007) determining TJ personality profiles as more suited for Six Sigma project leadership than other personality 

types in ranking CSF number 5. 
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Table 1. Survey results in Critical Success Factors determination for Lean Six Sigma 

Deployment. 

 

 

8.1 Research Objective 1: The most significant CSF’s for LSS successful deployment in an 

organization.  

It is noted that LSS financial accountability (umber 6) emerged as prominent CSF and is ranked at position 7 where 

more than half of the respondents in both survey and interviews confirmed the importance of linking LSS metrics 

with financial metrics. This typically would include divisional and organisational annual financial reports. 

Additionally, Extending LSS to the SC (number 8 - ranked in 9th position) will not be practical if Linking LSS to 

customer (number 4), Selection of staff for LSS (5) or even 6 Sigma Quality when the supply chain is not delivering 

similar sigma metrics with their input processes. This aspect is the single highest risk to the attainment of Six Sigma 

quality and metric targets. Interviews conducted confirm Industry 4.0 as a significant technological enabler of 

achievement of both Lean and Six Sigma objectives. 

 8.2 Research Objective 2: The most significant CSF’s for successful DFSS deployment in an 

organization.  

The CSF’s determined for effective DFSS deployment was limited to the survey results and the responses obtained 

from interviews conducted is illustrated in Table 2 illustrate notable is the significance of VOC and Kano analysis 

tool. The Cronbach’s alpha result of 0.8600 and a mean rating of 4.077. LSS Organisation maturity illustrate a 

ranking of 2nd with a mean rating of 4.295. Leadership and management commitment are also prominent in the 

Cronbach’s alpha ranking in 7th position with a mean rating of 4.525. CSF’s 12, 13 and 15.  

152



Proceedings of the International Conference on Industrial Engineering and Operations Management 

Pilsen, Czech Republic, July 23-26, 2019 

© IEOM Society International 

Table 2. Critical Success Factors identified for DFSS deployment 

 

The significance of Maturity of Agile and Scrum ranked in 8th position with a mean rating of 4.392 during product 

development holds relevance in research conducted when Agile and Scrum was combined with both CMMI level 1 

and level 5 maturity seen in Figure 2.  

 

Figure 1. Agile CMMI Performance Analysis when combined with Scrum and 

varying CMMI maturity levels 

Sutherland, J. et al (2007) also reflects that the breakthrough results achieved at Systematic is attributed them being 

the only Scrum company in the world appraised at CMMI level 5 integrated with Lean. It should be noted that 

CMMI will improve the Sigma Quality but not the rate of production, Scrum enables project delivery and speed 

increases. Industry 4.0 presents increasing levels of continuous and sustainable improvements being realised as a 

result of Cyber Physical Systems made possible with quantum computing and Big Data and real-time predictive 

analytics. 
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8.3 Research Objective 3: The contribution of CMM to LSS and DFSS implementation where such 

models have been explored. 

Industry 4.0 presents several supporting enablers to Capability Maturity Model and to LSS and DFSS methodologies 

as illustrated in figure 1. It is noted that Lean in Toyota Production System (TPS) seeks to support the two pillars in 

Muda reduction in the achievement of the two TPS which are (i). Just-in-Time (JIT) and (ii) JIDOKA 

(Autonomation).  

The research results obtained in both survey and interview results confirm the contributions as significant and 

confirmed by both interview respondents who are CMM users inclusive of those respondents who does not have 

such a framework implemented. All recognises the principles of basic CMM in identifying gaps which can be 

resolved and in turn improve any CI strategy.  

8.4 Research Objective 4: The impact that leadership have in achieving capability maturity.  

Leadership is the key enabler for providing vision and Akao, Y. (1988): - Hoshin Planning: Policy 

Deployment for Successful TQM, sustained resources for the achievement of Innovative Black Belt 

projects such a designed with inputs from McKinsey and Company at Clariant.  

In Geissbauer, R. Vedso, J. and Schrauf, S. (2016) also maturity and Industry 4.0 awareness increases 

with organisational size and complexity. Industry 4.0 is disruptive and with an Industry 4.0 strategy 

afford the organisation competitive position significantly improved to improve LSS metrics reported in 

Kolberg, D. and Zuhlke, D. (2015) who report the necessity for an integrated framework for Lean 

Automation and Industry 4.0.  

The absence of leadership is also reported to be a key challenge combined with a necessary digital 

operations vision. Leadership impact on achieving organisational maturity is significant in both LSS and 

DFSS CI initiatives researched in researched objective 1 and 2. DFSS is only possible with sustained 

mature LSS deployment and the development of the necessary organisational stability. Leadership 

requires awareness and drive internal and external reviews for industry 4.0 organisational impact.  

Capability maturity should not exclude the impact of technology which acts as a key Lean enabler and 

significant speed, quality and cost benefits building a competitive advantage when integrated in a 

framework as proposed by Kolberg, D. and Zuhlke, D. (2015) such as the framework proposed in 

Figure4. Leadership therefore has a major contribution to make in achieving the desired capability 

maturity through CI strategy deployment and the inclusion of Industry 4.0 technology strategy.  
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8.5 Research Objective 5: Designed integrated framework assisting organisations to achieve capability 

maturity. 

A Capability Maturity Model (CMM) addresses the capabilities of a business process and the entire organisation, 

expressed as overall maturity, to deliver higher performance over time. The present study has elaborated on the 

theoretical model components to specify what is being measured by a CMM. The proposes integrated framework 

titled CMMI 4.0 was developed to consist of staged Continuous Improvement implementation using CMMI 

maturity and Industry 4.0 technologies to facilitate the integration of improvement methodologies and best practices 

available in the 9 pillars of Industry 4.0 in Table 3.  

Table 3. Industry 4.0 Primary Industry Benefits. 

 

Similar observations are reported for Industry 4.0 and CPS which implies Lean manufacturing in 

Sanders, A., Elangeswaran, C. and Wulfsberg, J. (2016). 

 

9. Integrated Capability Maturity Framework (CMMI 4.0) 

CMMI 4.0 – fugure 4,. represents the Integrated Capability Maturity Framework designed and developed to harness 

the varying Continuous Improvement methodologies. It focuses on both hard and software industries due to the need 

for improved speed and agility in the design of end products to market execution inclusive of a constant increased 

connectivity of CPS and consumer solutions where one methodology becomes the constraint as opposed to the 

needed improvement solution.  

The Capability Maturity Model has been labelled CMMI 4.0 due to the compositions and the direct link to Industry 

4.0 enabling technologies to achieve high yield sigma product quality, JIT deliveries, Jidoka process management 

and ultimately maximising Return on Investment (ROI) for improvement projects.  

The framework in Figure 3 uses a basis of CMMI level 1 to 5 maturity whilst making provision for Theory of 

Constraints, Lean and Six Sigma to be utilised throughout all maturity stages and the respective ISO standards 

developed to also guide the user in effective deployment. Maturity level and maturity model use is not of key 

importance although this is recommended to become and remain an Innovative and self-regulating industry 

participant. 

Maturity level of CMMI level 2 is a minimum standard although CMMI level 3 is the suggested maturity level for 

sustained data driven decision making in reviewing existing and new process and product development and often 

also an industry requirement for the supply chain. The increased contribution in innovation possibilities within 

DFSS and CMMI at maturity levels 4 and 5 warrants further research, not included within the scope of this research 

document.  

Industry impact studies for Industry 4.0 and organisational capability maturity could establish the organisational 

GAP analysis as stated in Slack, et al. (2010). Impact research in Schlaepler, R.C. and Koch, M. (2015), Otto, H.P. 
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(2016) and  in Geissbauer, Vedso, J. and Schrauf, S. (2016) underlines the significance and the necessity to 

comprehensively position and also strategically adjust the organisations position to use Industry 4.0 technology to 

improve the customer relationship, market penetration, operational efficiency such as cost and speed and ultimately 

secure a sustainable and integrated organisational CI strategy inclusive of capability maturity. 

 

 

Figure 3. CMMI 4.0 - Integrated Capability Maturity Model developed to harness 

multiple Continuous Improvement methodologies within CMMI. 

The constant review of Industry 4.0 as enablers to increased cost and customer satisfaction metrics are pivotal in 

achieving CMMI level 4 and 5 but also economically. 

The CMMI 4.0 framework includes a plethora of existing ISO standards and some in advance stages of review and 

development, affording the user a navigation map in achieving increased levels of Continuous Improvement with a 

linear increase in organisational maturity capability. 

 

10. Conclusion 

The final graphical representation of an integrated framework constructed (figure 3) was) made possible with 

analysis of standardised tools available and inputs in Phase A.  The results of the extensive empirical research 

undertaken confirm the validity of the research objectives.  

The research objectives reliability and inter-correlation for CSF’s identified are high and acceptable. This would 

apply to all of the research objectives such as CSF’s confirmation for LSS and CSF’s establishment for DFFS 

(Research Objectives 1 and 2), the Contribution of CMM to LSS and DFSS implementation (Research Objective 3), 

the significance of Leadership in achieving, Capability Maturity (Research Objective 4) and how an integrated 

framework assist organisations to achieve Capability Maturity (Research Objective 5).  

It is concluded that the theoretical integrated Capability Maturity Model proposed in Figure 4 (CCMI 4.0) as well as 

the five Research Objectives identified and assessed are valid and provides for construct of a hybrid Continuous 

Improvement framework. This assumption is based on organisational capability maturity proposed in CMMI and 

ISO standards necessary for the dynamics of the technology influx presented to organisations in Industry 4.0. 
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Final note is that it is observed that numerous organisations do not embrace either DFSS, Agile Scrum, CMM or 

TOC as part of their CI strategy. The impact of Industry 4.0 technology on organisational improvement is vast but 

unfortunately also not understood by many organisations. The limited responses for DFSS deployment suggest that 

the CSF’s determined in the research document requires additional research and could change the CSF’s identified 

but also their ranking of importance.  
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