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Abstract 

The main purpose of this paper is to find the most critical substations (S/Ss) in the Electrical Power Infrastructure 
(EPI) network, to give a better understanding for the top managers when decision performed. This paper discusses the 
interdependencies of EPI through a real-life case-study to reveal the most critical parts of the network. By applying 
Interpretive Structural Modelling (ISM) method, the paper examines the physical interactions of thirty electrical 
substations in EPI according to their influence. Furthermore, the paper identifies the driving substations that can affect 
the others. The proposed model uses Cross-Impact Matrix Multiplication Applied to Classification (MICMAC) to 
analyse the driving power and dependence of each S/S. Finally, based on the results, the paper concludes that the 
suggested approach can shape the foundation of a new method of EPI network analysis for better decision-making. 
Actually, the paper addressed a new way of investigating the EPI network by using ISM-MICMAC tool to give a 
wider figure for high authorities in the EPI’s organization and give them the opportunity to allocate their resources in 
the most needed area of their the network. 

Keywords 
Electrical Power Infrastructure (EPI), Interdependencies, Substations (S/Ss), Interpretive Structural 
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I. INTRODUCTION

A Critical Infrastructure (CI) System is a system of interdependent parts and components, (Rinaldi 2004). One
of those CIs is Electrical Power Infrastructure (EPI) that serves societies (Zio 2016). EPI is a man-made system, 
designed to function synergistically to generate a continuous and sustainable flow of services. Its malfunction or 
breakdown would have a debilitating impact on our security (Han et al. 2009). Recently, the protection of EPI has 
become a major concern of many countries (Frei et al. 2013; Attri et al. 2013). Although those countries estimate the 
criticality of EPI, no one has specifically identified the most critical system of EPI network. Those systems are; Power 
Generation (PG), Power Transmission (PT), Power Distribution (PD), Consumed Load (CL) and End-User (EU). A 
failure of one of those systems can affect the entire network of EPI and it could lead to negative consequences on the 
economy, safety, and health services of the country (Gutierrez et al. 2013). Today, communities totally rely on those 
systems of EPI for supplying electrical power. EPI systems consist of substations (S/Ss) which are connected directly 
or indirectly through physical links e.g. (Electrical Power Cables or Over-Head-Line). Such systems are 
interdependent, that some of them rely on others and some are almost completely isolated. The more dependent on 
EPI the community is, the more complex and harder to control those systems become. One crucial factor that has a 
big impact on EPI’s systems is interdependency (Rinaldi 2004).  

Interdependencies of EPI’s systems could be used as a starting point for determining the criticality of each part 
of the EPI network. Nevertheless, the issue of EPI systems’ interdependencies is still not clear (Han et al. 2009). 
Scientists have been investigating the problems related to the criticality of EPI and its interactions with other 
infrastructures to know the most critical infrastructure (Singh et al. 2014). Yet, as to the beast of this paper knowledge, 
no one has investigated and measured the interdependencies between the EPI’s systems PG, PT, PD and CL and their 
components S/Ss, through an analytical tool such as Social Network Analysis (SNA) or Interpretative Structural 
Modelling (ISM) combined with Cross-Impact Matrix Multiplication Applied to Classification (MICMAC). In this 
paper, the EPI systems are considered as infrastructures which need to be investigated to find their criticality level. 
Some researchers, such as (Han et al. 2009), considered infrastructures as to represent the most vulnerable elements 
within the network. Others like, (Zimmerman 2004), classified infrastructures by their system failures; i.e. some 
infrastructures are the common cause of failure to other infrastructures or some infrastructures are affected by the 
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failure of other infrastructures. However, those studies are not that well-structured to analyse the level of the criticality 
of the components S/Ss of each infrastructure and not list those components in a form of hierarchy to know the most 
important one in the network. 

A methodical approach of assessing the occurrence of those interdependencies is needed, (Zimmerman 2004). 
ISM can be used to impose order on the complicated relations between the of the system, (Sage 1977; Singh et al. 
2003). This paper has applied the ISM methodology to develop a framework that illustrates the interrelationships 
between EPI systems and their  S/Ss . In addition, the paper aims to categorize the criticality of system S/Ss based on 
their driving power and dependence. Also, we use thirty substations of the EPI system to demonstrate the 
methodology, to find the most serious part of the system.  

A. Organization of the Paper: 
The structure of this paper on the concept of critical systems of EPI and their interdependencies is as follows: 

Section II presents and reviews the literature of studies conducted on the interdependencies in CIs and EPI. Section 
III discusses the ISM model and a hierarchy framework will be developed. Section IV presents the MICMAC analysis 
of the model. Section V summarises the results and proposes possible improvements in the present paper and the 
possible future work that could improve the original work.  

II. LITERATURE REVIEW  

Many studies have addressed the interdependencies of CI or its systems (Han et al. 2009; Singh et al. 2014; Beccuti 
et al. 2012). The study of interdependencies was started by Rinaldi (Beccuti et al. 2012; Singh et al. 2003). Rinaldi 
explained two types of relations among infrastructures; dependency, which is the state where one infrastructure affects 
the other; while, interdependencies can be defined as a ‘bidirectional relationship between infrastructures through 
which the state of each infrastructure is influenced by the state of the other,’ (Rinaldi 2004; Han et al. 2009). For 
example, the water supply network and the electrical grid are interdependent – the water pump needs electricity to 
operate and generators need water desalination to produce electricity. Another example is that electrical power 
production depends on the transportation system to deliver fuel to power generators. A small interruption in one of 
those infrastructures can lead to cascading failures, which could have disastrous consequences (Rinaldi 2004). As 
there is an interdependency between different kinds of infrastructure, there is also interdependencies between their 
systems or its components, which is the case in EPI (Chiaradonna et al. 2011). Moreover, when there is any failure in 
the transmission line, e.g. of EPI, this failure could be transmitted to the upper stream system (generation) or lower 
stream (distribution) network and vice-versa. The form of interdependency between infrastructures could be varied. 
In the literature, interdependencies are said to have many different types. However, the four main types are; physical, 
cyber, geographic and logical, (Rinaldi 2004). This paper focuses only on physical interdependencies. 

The interdependencies between EPI systems are very complex, which sometimes leads to confusion during the 
decision-making process. For this reason, researchers have used many different techniques to reduce such complexity 
in EPI networks by modelling the interdependencies to understand the characteristics of their components’ interaction, 
e.g. (Zhang et al. 2015). In this paper, the authors used a railway infrastructure to measure the most critical nodes and 
links in that network by using Social Network Diagram (SND). They also studied the interdependencies of railway 
infrastructure network to determine which elements have the highest priority to give decision-makers a better 
understanding of the asset's condition and status. Another useful approach to conduct interdependencies analysis is 
ISM. ISM was developed by Warfield (Warfield 1974; Warified 1974). (Zhang et al. 2015).  

The literature reveals that there are several types of failures in the CI, e.g., Random Failure (RF). RF can be considered 
as one of the most crucial factors that affect infrastructures’ safety. RF could be a defect in a component, equipment, 
etc. The issue could then escalate from components level to network level (infrastructure), especially in the presence of 
interdependency between those CIs. However, interdependency occurs among CIs due to improvements and 
development in the infrastructures. Previous research concentrated on studying the interdependencies between CIs to 
find the most critical, such as (Han et al. 2009; Singh et al. 2014). However, the interdependency among one CI’s 
network has been overlooked in these studies. Some CIs, such as EPI, include many systems within its network. 

The main objective of this study is to use ISM for demonstrating the interdependencies among EPI's systems. The 
model helps to determine the most critical system within EPI, by finding the most important S/Ss in the network. The 
model measured the physical interdependent links between S/Ss in the real network. For simplicity, this paper has 
chosen a part of an existing network of Sharjah Electricity & Water Authority (SEWA) to apply the model as shown in 
the remaining sections to find the most critical S/Ss within the network. 
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III. ISM METHODOLOGY AND MODEL DEVELOPMENT 
In 1973, Warfield proposed a computer-assisted model called Interpretive Structural Model-ISM (Warfield 

1974). The model is built to understand the relationships between elements in any complex system. Based on the 
analysis of these relationships, an overall vision of the system structure can be developed and then the relations can 
be depicted graphically (Warified 1974). Singh (Singh et al. 2003) has drawn the general ISM methodology as steps, 
including the initial development of the model. However, before determining the steps, this paper has added an 
additional step (step1) regarding the real case used in the model (SEWA); as follows: 

 
Step 1: A Single Line Diagram (SLD) of the power network system for SEWA is represented (Figure 1). A 

sample of 30 S/Ss has been chosen from SLD. The sample consists of 5 main categories, 1 Power 
Station, 3 Transmission 132kV S/Ss, other 3 Distribution 33kV S/Ss, 9 Load 33kV S/Ss and, 14 
End-User as 11kV S/Ss. 

Step 2: A contextual relationship between the 30 EPI S/Ss is established. 
Step 3: Structural Self-Interaction Matrix (SSIM) is developed to show both the dependencies and 

interdependencies in the EPI’s systems. 
Step 4: A reachability matrix (RM) is established. It will be checked for transitivity, which is an assumption 

made in ISM. Transitivity, or binary relationship, states that if an infrastructure X is related to Y and 
Y is related to Z, then X is also related to Z.  

Step 5: RM of step 3 is partitioned into different levels. 
Step 6: Directed graph with removed transitive links is drawn based on the relationships of step 4. 
Step 7: The digraph is converted into an ISM by compensating infrastructures systems into statements. 
Step 8: ISM model is reviewed to check its conceptual inconsistency and rectified if necessary. 

 
Figure 1. Single Line Diagram of Sharjah Electricity and Water Authority – SEWA 
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A. Structural Self-Interaction Matrix (SSIM) 
The methodology of ISM proposes the inclusion of the opinions of experts. These experts normally rely on several 

methods, such as nominal technique, brainstorming, etc., to develop a contextual relationship of ‘leads to'’ type 
between the variables. First of all, a mix of functional interdependencies between the 30 EPI S/Ss is listed. In addition, 
the experts are consulted to identify the substations, the relations existing among them and the relation’s directions. 
As a result, identification of the 30 S/Ss of EPI is established (See Table 1). 
 

Table 1. The Abbreviation of the Thirty Sub-Station of SEWA 
 

Nos. Node Type Hub Name 
1 Generation-1 Layyah Power Station 
2 Transmission-1 Layyah 132kV S/S 
3 Transmission-2 Musalah 132kV S/S 
4 Transmission-3 Qasmia 132kV S/S 
5 Distribution-1 Layah1 132kV S/S 
6 Distribution-2 Musalah 132kV S/S 
7 Distribution-3 Qasmia 132kV S/S 
8 Load S/S-1 MNKH1 Substation, 33kV 
9 Load S/S-2 MNKH2 Substation, 33kV 
10 Load S/S-3 YARK Substation, 33kV 
11 Load S/S-4 MUSL Substation, 33kV 
12 Load S/S-5 UMTR Substation, 33kV 
13 Load S/S-6 SHN1 Substation, 33kV 
14 Load S/S-7 SHN2 Substation, 33kV 
15 Load S/S-8 GHUR Substation, 33kV 
16 Load S/S-9 JUB1 Substation, 33kV 
17 End-User S/S-1  61 Substation, 11kV 
18 End-User S/S-2  29 Substation, 11kV 
19 End-User S/S-3  14 Substation, 11kV 
20 End-User S/S-4  8 Substation, 11kV 
21 End-User S/S-5  44 Substation, 11kV 
22 End-User S/S-6  9 Substation, 11kV 
23 End-User S/S-7  31 Substation, 11kV 
24 End-User S/S-8  82 Substation, 11kV 
25 End-User S/S-9  26 Substation, 11kV 
26 End-User S/S-10  76 Substation, 11kV 
27 End-User S/S-11  21 Substation, 11kV 
28 End-User S/S-12  45 Substation, 11kV 
29 End-User S/S-13  106 Substation, 11kV 
30 End-User S/S-14  140 Substation, 11kV 

 
There are four main characters used to represent relation’s types among thirty EPI Substations, e.g. (i, j).  
• V - substation j depends on substation i; 
• A - substation i depends on substation j; 
• X - substation i and j are interdependent; 
• O - substation i and j are not related.  

 
 

Based on the above rules, the SSIM is developed for the 30 chosen EPI S/Ss (Table 2), where the aforementioned 
rules are applied in the network of SEWA. The model has been applied only on a small portion of SEWA’s network, 
(the first part of one power generation source have been chosen). 
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Table 2. Structural Self-Interaction Matrix (SSIM) 
 

 
 
 

B. Final Reachability Matrix 
 
The Reachability Matrix (RM) is generated by converting SSIM into a binary matrix, through substituting each 

of V, A, X, O by 1 and 0 and the rules for substitution are as following: 
 

• If the entry of (i, j) in the SSIM is V, then RM entry of (i, j) becomes 1 and the entry of (j, i) becomes 0. 
• If the entry of (i, j) in the SSIM is A, then RM entry of (i, j) becomes 0 and the entry of (j, i) becomes 1. 
• If the entry of (i, j) in the SSIM is X, then RM entry of (i, j) becomes 1 and the entry of (j, i) becomes 1. 
• If the entry of (i, j) in the SSIM is O, then RM entry of (i, j) becomes 0 and the entry of (j, i) becomes 0. 
 

Based on the above rules, the existing model has seven levels of RM for the final RM of the 30 S/Ss. The final 
RM for the 30 S/Ss illustrated in Table 3. By incorporating the transitivity as computed in step 4, table 3 illustrates 
dependence and the driving power of each S/Ss. The relationships of the S/Ss can be considered as a driving power 
between them or the total number of S/Ss with dependence among them. Both, the deriving power and dependence 
are used in the MICMAC analysis. 
 
 
 
 

 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 
1 O O O O O O O O O O O O O O O O O O O O O O O O O O O O V 
2 O O O O O O O O O O O O O O O O O O O O O O O O O V V V 
3 O O O O O O O O O O O O O O O O O O O O O O O O V O X 
4 O O O O O O O O O O O O O O O O O O O O O O O V O O 
5 O O O O O O O O O O O O O O V O O O O O O O O O O 
6 V O O V V O O O O O O O O V O V V X V V O V V X 
7 O O O O O O O O O O O O O O O O O O O O O O O 
8 O O O O O O O O O O O O O O O O O O O O X X 
9 O O O O O O O O O O O O O O X O O O O O O 

10 O O O O O O O O O O O O O O O O O O O X 
11 O O O O O O O O O O O O O O O O O O X 
12 O O O O O O O O O O O O O O O X X O 
13 O O O O O O O O O O O O O O O X X 
14 O O O O O O O O O O O O O O O O 
15 X O O O O O O O O O O O O O O 
16 O O O O O O O O O O O O O O 
17 O O O O O O O O O O O O X 
18 O O O O O O O O O O O X 
19 O O O O O O O O O O X 
20 O O O O O O O O O X 
21 O O O O O O O O X 
22 O O O O O O O X 
23 O O O O O O X 
24 O O O O O X 
25 O O O O X 
26 O O O O 
27 O O X 
28 O X 
29 X 
30 
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Table 3. Final Reachability Matrix-FRM 
 

 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 Driving 
Power 

1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 30 
2 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 29 
3 0 0 1 1 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 27 
4 0 0 1 1 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 27 
5 0 0 0 0 1 1 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 25 
6 0 0 0 0 0 1 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 24 
7 0 0 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 
8 0 0 0 0 0 1 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 24 
9 0 0 0 0 0 1 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 24 
10 0 0 0 0 0 1 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 24 
11 0 0 0 0 0 1 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 24 
12 0 0 0 0 0 1 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 24 
13 0 0 0 0 0 1 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 24 
14 0 0 0 0 0 1 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 24 
15 0 0 0 0 0 1 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 24 
16 0 0 0 0 0 1 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 24 
17 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1 1 1 0 0 0 0 10 
18 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1 1 1 0 0 0 0 10 
19 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1 1 1 0 0 0 0 10 
20 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1 1 1 0 0 0 0 10 
21 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1 1 1 0 0 0 0 10 
22 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1 1 1 0 0 0 0 10 
23 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1 1 1 0 0 0 0 10 
24 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1 1 1 0 0 0 0 10 
25 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1 1 1 0 0 0 0 10 
26 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1 1 1 0 0 0 0 10 
27 0 0 0 0 0 1 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 24 
28 0 0 0 0 0 1 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 24 
29 0 0 0 0 0 1 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 24 
30 0 0 0 0 0 1 0 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 24 

Depen- 
dences 1 2 4 4 3 19 5 19 19 19 19 19 19 19 19 19 29 29 29 29 29 29 29 29 29 29 19 19 19 19  

 
 
 
C. Partitioning the Reachability Matrix 
 
 Through measuring the reachability and antecedent sets for each variable, the final matrix is partitioned. ‘The 
reachability set consists of the element itself along with other elements, which it might help to achieve while the 
antecedent set consists of the element itself and other elements, that might help to achieve it’ (Singh et al. 2014). After 
that, the intersection of the sets is derived for all elements. Next, to determine the elementary level in the ISM hierarchy, 
the elements for which the reachability and intersection sets are the same, are placed at the top-level of the pyramid. 
Elements placed at the top-level do not help any other element above their level in the hierarchy. When a top-level 
element is identified, it is removed from the list of elements. This process is repeated until the basic level of the hierarchy 
is found. In our case, the process is repeated in seven iterations and the level of all elements has been revealed (Table 
4). 
 
 

Table 4. Final Iteration with All Levels 
 

Elements Reachability Set Antecedent Set Level 

1 1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,
18,19,20,21,22,23,24,25,26,27,28,29,30 

1 Level 7 

2 2,3,4,6,7,8,9,10,11,12,13,14,15,16,17,18,1
9,20,21,22,23,24,25,26,27,28,29,30 

2,3 Level 5 

3 3,4,6,7,8,9,10,11,12,13,14,15,16,17,18,19,
20,21,22,23,24,25,26,27,28,29,30 

1,2,3,4 Level 4 

4 3,4,6,7,8,9,10,11,12,13,14,15,16,17,18,19,
20,21,22,23,24,25,26,27,28,29,30 

1,2,3,4 Level 4 

5 5,6,8,9,10,11,12,13,14,15,16,17,18,19,20,
21,22,23,24,25,26,27,28,29,30 

1,2,5 Level 6 

6 6,8,9,10,11,12,13,14,15,16,17,18,19,20,21
,22,23,24,25,26,27,28,29,30 

1,2,3,4,5,6,8,9,10,11,12,13,14,15,16,27,2
8,29,30 

Level 3 

7 7 1,2,3,4,7 Level 1 
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8 6,8,9,10,11,12,13,14,15,16,17,18,19,20,21
,22,23,24,25,26,27,28,29,30 

1,2,3,4,5,6,8,9,10,11,12,13,14,15,16,27,2
8,29,30 

Level 3 

9 6,8,9,10,11,12,13,14,15,16,17,18,19,20,21
,22,23,24,25,26,27,28,29,30 

1,2,3,4,5,6,8,9,10,11,12,13,14,15,16,27,2
8,29,30 

Level 3 

10 6,8,9,10,11,12,13,14,15,16,17,18,19,20,21
,22,23,24,25,26,27,28,29,30 

1,2,3,4,5,6,8,9,10,11,12,13,14,15,16,27,2
8,29,30 

Level 3 

11 6,8,9,10,11,12,13,14,15,16,17,18,19,20,21
,22,23,24,25,26,27,28,29,30 

1,2,3,4,5,6,8,9,10,11,12,13,14,15,16,27,2
8,29,30 

Level 3 

12 6,8,9,10,11,12,13,14,15,16,17,18,19,20,21
,22,23,24,25,26,27,28,29,30 

1,2,3,4,5,6,8,9,10,11,12,13,14,15,16,27,2
8,29,30 

Level 3 

13 6,8,9,10,11,12,13,14,15,16,17,18,19,20,21
,22,23,24,25,26,27,28,29,30 

1,2,3,4,5,6,8,9,10,11,12,13,14,15,16,27,2
8,29,30 

Level 3 

14 6,8,9,10,11,12,13,14,15,16,17,18,19,20,21
,22,23,24,25,26,27,28,29,30 

1,2,3,4,5,6,8,9,10,11,12,13,14,15,16,27,2
8,29,30 

Level 3 

15 6,8,9,10,11,12,13,14,15,16,17,18,19,20,21
,22,23,24,25,26,27,28,29,30 

1,2,3,4,5,6,8,9,10,11,12,13,14,15,16,27,2
8,29,30 

Level 3 

16 6,8,9,10,11,12,13,14,15,16,17,18,19,20,21
,22,23,24,25,26,27,28,29,30 

1,2,3,4,5,6,8,9,10,11,12,13,14,15,16,27,2
8,29,30 

Level 3 

17 6,8,9,10,11,12,13,14,15,16,17,18,19,20,21
,22,23,24,25,26,27,28,29,30 

1,2,3,4,5,6,8,9,10,11,12,13,14,15,16,17,1
8,19,20,21,22,23,24,25,26,27,28,29,30 

Level 2 

18 17,18,19,20,21,22,23,24,25,26 1,2,3,4,5,6,8,9,10,11,12,13,14,15,16,17,1
8,19,20,21,22,23,24,25,26,27,28,29,30 

Level 2 

19 17,18,19,20,21,22,23,24,25,26 1,2,3,4,5,6,8,9,10,11,12,13,14,15,16,17,1
8,19,20,21,22,23,24,25,26,27,28,29,30 

Level 2 

20 17,18,19,20,21,22,23,24,25,26 1,2,3,4,5,6,8,9,10,11,12,13,14,15,16,17,1
8,19,20,21,22,23,24,25,26,27,28,29,30 

Level 2 

21 17,18,19,20,21,22,23,24,25,26 1,2,3,4,5,6,8,9,10,11,12,13,14,15,16,17,
18,19,20,21,22,23,24,25,26,27,28,29,30 

Level 2 

22 17,18,19,20,21,22,23,24,25,26 1,2,3,4,5,6,8,9,10,11,12,13,14,15,16,17,1
8,19,20,21,22,23,24,25,26,27,28,29,30 

Level 2 

23 17,18,19,20,21,22,23,24,25,26 1,2,3,4,5,6,8,9,10,11,12,13,14,15,16,17,1
8,19,20,21,22,23,24,25,26,27,28,29,30 

Level 2 

24 17,18,19,20,21,22,23,24,25,26 1,2,3,4,5,6,8,9,10,11,12,13,14,15,16,17,1
8,19,20,21,22,23,24,25,26,27,28,29,30 

Level 2 

25 17,18,19,20,21,22,23,24,25,26 1,2,3,4,5,6,8,9,10,11,12,13,14,15,16,17,1
8,19,20,21,22,23,24,25,26,27,28,29,30 

Level 2 

26 17,18,19,20,21,22,23,24,25,26 1,2,3,4,5,6,8,9,10,11,12,13,14,15,16,17,1
8,19,20,21,22,23,24,25,26,27,28,29,30 

Level 2 

27 6,8,9,10,11,12,13,14,15,16,17,18,19,20,21
,22,23,24,25,26,27,28,29,30 

1,2,3,4,5,6,8,9,10,11,12,13,14,15,16,27,2
8,29,30 

Level 3 

28 6,8,9,10,11,12,13,14,15,16,17,18,19,20,21
,22,23,24,25,26,27,28,29,30 

1,2,3,4,5,6,8,9,10,11,12,13,14,15,16,27,2
8,29,30 

Level 3 

29 6,8,9,10,11,12,13,14,15,16,17,18,19,20,21
,22,23,24,25,26,27,28,29,30 

1,2,3,4,5,6,8,9,10,11,12,13,14,15,16,27,2
8,29,30 

Level 3 

30 6,8,9,10,11,12,13,14,15,16,17,18,19,20,21
,22,23,24,25,26,27,28,29,30 

1,2,3,4,5,6,8,9,10,11,12,13,14,15,16,27,2
8,29,30 

Level 3 

 
 Table 4 shows all the 30 elements of SEWA network that have been chosen based on the advice of experts and the 
model applied. Element 7 is in level-1 (Qasmia 33kV Substations). In level-2, there are eight elements 
(17,18,19,20,21,22,23,24). Level-3 has the most S/Ss in the hierarchy with 14 elements 
(6,8,9,10,11,12,13,14,15,16,27,28,29,30). Elements 3 (Musalah 132kV S/S) and 4 (Qasmia 132kV Substations) are 
located in level-4. Level-3 has (Layyah 132kV S/S) element and level-6 and level-7 has elements 5 and 1 respectively.  
 
D. Formation of ISM-Based Model 
 
 The structural model is derived from the final reachability matrix. By removing the transitivity, the graph is 
converted to an ISM model as shown in figure 3. In figure 3, element-7, which is 33kV distribution substation, is in 
level-1 of the hierarchy and has the lowest level of importance in the network. Level-2 includes ten-elements (17, 18, 
19, 20, 21, 22, 23, 24, 25, 26). All of these elements are end-user 11kV S/Ss, which are not connected in ring linked in 
the circuit. Level-3 includes the highest number of elements in the hierarchy with 14 elements 
(6,8,9,10,11,12,13,14,15,16,27,28,29,30). As seen in Table 1, element number 6 is distribution 33kV S/S. Elements 8 
to 16 are load 33kV S/Ss and 27 up to 30 are end-user 11kV S/Ss which connected in a ring circuit. Level-4 consists of 
two S/Ss (3 and 4), both of which has the same voltage level (132kV Transmission S/S). In fact, they are important in 
the system, but in this network, they are not connected directly with the end-user. Then, in level-5 there is only one 
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element, which is 132 transmission S/S (element-2). Element-2 feeds around 70% of the network with power, due to 
its direct connection with the source of the power. The situation of element-5 is similar to element-2 -it provides 70% 
of the power to the whole network, but it has a lower level of voltage, thus it is in level-6. Element 1 which is the power 
generation, is in level-7 of the hierarchy, it has the highest level of importance in the network (Figure 2). 

 

 
Figure 2. ISM-Based Model for the Substations 

IV. MICMAC ANALYSIS 
According to the driving power and the dependence, the MICMAC analysis is conducted to examine the 

variables which are the main objective of the system (Han et al. 2009; Miglani 2017). The 30 S/Ss (elements) of EPI 
are classified into four different clusters. The 30 substations are plotted in the MICMAC diagram with different 
distribution as illustrated in figure 3. The four clusters in the MICMAC analysis consist of elements that are 
represented as a plotted dot located in one of the four clusters, which have different characteristics.  

 

 
Figure 3. Driving Power and Dependence Diagram 

 
Cluster-I consists of substations that have weak driving power and weak dependence. Such substations are quite 

detached from the system. They may have only a few links that may be occasionally strong. Those substations could 
be called autonomous substations. Cluster-II includes substations, often referred to as dependent substations, that have 
weak driving power, however, it has strong dependence. Cluster-III has strong driving power and strong dependence, 
termed independence. Those independent substations are unbalanced; any action may impact them and other 
substations in the network. Cluster-IV has strong driving power and weak dependence and is often referred to as an 
independent. 
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The diagram in figure 3 shows all substations distributed in different places all over the clusters, which means that 
the substations network has different characteristics based on the driving power and dependence. Cluster-I has only 
one substation (7), which means it is an autonomous substation with weak driving power and weak dependence. In 
Cluster-II, there are ten substations (17, 18, 19, 20, 21, 22, 23, 24, 25 and 26). Those are greatly dependent substations 
that have weak driving power and strong dependence. Cluster-III includes fourteen substations (6, 8, 9, 10, 11, 12, 13, 
14, 15, 16, 27, 28, 29 and 30). Those substations have strong driving power and strong dependence, which means they 
are unstable - any disturbance on those substations could generate a big effect on the whole network. Cluster-IV 
consists of five substations (1, 2, 3, 4 and 5) which have strong driving power and at, the same time, have weak 
dependence and are called independent substations. 
 

V. CONCLUSION  
By finding the most critical substation in the EPI, this paper has met its main objective, through using a new 

analytical method into the electrical system network. The result shows that there are some critical substations need 
special care for preventing the system from been be disturbed. The paper also provides a general understanding of the 
interdependencies of EPI. Insights are provided regarding the importance of substations levels within the network. 
This is achieved by identifying and analysing the relationships among substations by using ISM mode and 
implementing the MICMAC technique to analyse the characteristics of each and every S/S in the network of EPI. The 
substations in MICMAC are categorized according to their driving power and dependence for finding their location 
on the plot clusters. Such a model can give a clear picture of the direct and indirect relationships among the substations 
of EPI and their dependencies, rather than considering those substations as isolated hubs in the network. In addition, 
the findings also show that from the sample of the Electrical Power Infrastructure - EPI of Sharjah Electricity & Water 
Authority - SEWA, power generation is the most critical substation among others. Another important point that even 
if the substations have the same characteristics, sometimes they have advantages on each other’s, in terms of locations 
and numbers of connected links, e.g. S/S 6 and S/S 7 in our case. The analysis of individual parts of each substation 
cannot give a clear idea of the network structure. However, the configuration of ISM with MICMAC, that was 
developed based on the perceptions and insights of experts, generates a broad result. This can be helpful to top 
management and can give more solid decisions efforts directing to tackle the root cause of any electrical network 
problems emphasis sustainability of electrical industry’s markets. This research paper is useful for specialists who are 
involved in policy implementation and planning for better protection of EPI’s substations. The paper will also be of 
great help to scholars who are concerned with an advanced analytical tool for EPI network, especially with such a 
case study where real data has been applied. Basically, the model was applied to a small sample of the electrical power 
network to prioritize substations based on their importance in the network. Nevertheless, the study needs to be extended 
to cover more substations in a much larger network in all of the five categories (Generation, Transmission, Distribution, 
Load-Station, and End-user), this is to reduce the complexity in a critical network such as EPI. In fact, the unity of 
generation substation could be a limitation for our paper. By default, when there is one power generation–substation, it 
will be the most critical hub in the network (As in our case). But the question is, what about if there is more than one 
power generation substation? In fact, this can raise a new future research question that if there are a redundancy of the 
same substations that have the same characteristics, which one of them is the most critical one and how the system will 
daffier the level of criticality between them? 
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