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Abstract  
 

Internet of Things (IoT) is a rapidly growing field with applications in many industries. Yet, companies still experience 
difficulties in selecting and developing effective and efficient IoT solutions that add value. This study provides a case 
within the automotive industry, i.e. an automotive parts manufacturer, called APM. In this case, we highlight the need 
for an efficient IoT solution for APM and we suggest that a systematic and collaborative approach, called action design 
research (ADR), is used for selecting, co-developing, implementing and testing an IoT solution. Although APM 
experimented with an IoT solution before, the solution was inadequate and failed to address the efficiency problems. 
As the main contribution, we present a collaborative IoT design approach (CIOTDA) to guide practitioners in 
developing and implementing IoT solutions. In addition, we provide experimental results for a partial implementation 
of CIOTDA. The availability recorded by the sensors was an average of 3.7% lower than the availability from the log 
sheets, where the largest difference was 7.6%. The total number of parts produced was mostly consistent except for 
one cell that logged 90 parts produced while the sensor only recorded 51 parts. 
 
Keywords  
Internet Of Things, Shop Floor Monitoring and Action Design Research. 
 
1. Introduction and Research Objectives 
The South African automotive manufacturing industry is highly competitive as the number of tier 1 suppliers in the 
country decreases year on year (Davies, 2020). In an industry-wide study, Barnes, Black, Combrie, and Hartogh (2018) 
note that one of the greatest threats to the South African automotive industry was the prevalence of low-cost 
international competition fueled by aggressive tariff reduction schedules. Antao, Pinto, Reis, and Goncalves (2018) 
note that the implementation of an IoT system that allows for real-time condition monitoring has been seen to improve 
productivity, efficiency, and quality. Jena, Mishra, and Moharana (2020) provide the example of a case study in which 
a factory improved the output by 13.24% while reducing downtime by 12.94%. Yet, a class-of-problems exist, namely 
that IoT implementations often fail due to a lack of systematic and collaborative design efforts. This was echoed by 
Eris, Drury, and Ercolini (2021) who propose a collaborative approach to IoT development using different 
collaborative taxonomies. 
 
Cisco (2021) presents the findings of a survey in which 1845 industry decision makers who had experience on IoT 
projects from several industries were asked why IoT projects fail. The survey found that only 26% of IoT projects in 
industry were successfully completed while 54% of those surveyed agreed that collaboration between the business 
and IT side was the number 1 critical success factor. Other interesting findings were that according to IT professionals 
35% of projects were considered successful while only 15% of business professionals considered the projects as 
successful (it met the needs of the business case). The business professionals cited that more attention needed to be 
given to the business case as successful projects boasted an average of 10% higher engagement at every step of a 
project. The findings from the survey provide an example of how achieving data collection does not add value to the 
business but requires further processing. The findings make a case for the introduction of a collaboration focused 
approach that utilizes the tools and techniques of Industrial Engineering and Information Systems Design to create 
value from the data captured by the IT side to fulfil the business case of an IoT project. 
 
APM is a South African automotive parts manufacturing company that represents an instance of the stated class-of-
problems. According to Davies (2020), the automotive manufacturing industry accounts for 11.76% of South Africa’s 
GDP and directly employs 110 000 South Africans. The industry is currently facing heavy competition to foreign 
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alternatives as well as the threat of COVID-19. An engineer at APM indicated that parts produced in South Africa can 
be around 9% more expensive than their international counterparts but the quality produced in South Africa is the 
industry’s strong point. For example, if a part of inferior quality is sent to the OEM and installed in a vehicle, the 
manufacturer is obliged to buy back the vehicle assembly/manufacturing costs that were incurred before the inferior 
part was detected. As a result, manufacturers need to actively search for opportunities to improve the quality standards 
of their operations to ensure that quality products are manufactured.  
 
APM previously experimented with an IoT solution to improve their ability to monitor robotic processes. The system 
was a full suite solution that was bought from a specialized company. When the stakeholders were asked why this 
attempt failed it was clear that when the system was developed the relevant stakeholders were not considered. The 
system ran over budget and was eventually abandoned after a considerable monetary investment. Another problem 
with this failed system was that it was not self-sustaining and had large running costs, such as a large call-out fee as 
well as technician fees. Other fundamental deficiencies of the system, as discovered through interviews, were that it 
could not store process parameters (such as cycle time and part number) and there was no functionality for exporting 
the data collected. Instead, the data was destroyed after each shift. 
 
Our main contribution is to propose and demonstrate a collaborative design approach for IoT solution design via three 
research objectives: 
• Objective 1: Identify appropriate industrial engineering techniques to construct a collaborative IoT design 

approach (CIOTDA). 
• Objective 2: Apply CIOTDA to design an IoT solution for APM to increase the efficiency of data collection and 

management’s ability to effectively monitor robotic operations. 
• Objective 3: Present experimental results for a partial implementation of CIOTDA. 
 
We now introduce the structure of the article’s remaining sections. In Section 2, we present an overview of IoT, as 
well as the architectural components of an IoT solution. Section 3 presents action design research (ADR) as our 
research methodology for developing the CIOTDA. In section 4 we provide a partial demonstration of CIOTDA, 
synthesizing some implementation results in section 5, concluding on future work in section 6. 
 
2. Literature Review  
Internet of Things or IoT has been defined by Coallier (2018) as “an infrastructure of interconnected entities, people, 
systems, and information resources together with services which process and react to information from the physical 
world and from the virtual world.” IoT can further be decomposed into many applications for multiple industries, 
from medicine to manufacturing (Jena et al., 2020). At its core, IoT has the main function of allowing people and 
things to be connected anytime, anywhere, with anything and anyone, especially using any network or service. This 
concept aligns with the industrial engineering values of connecting man and machine, aligned to the concept of open 
source solutions, which was described by Fisher (2015) as a method to create an inexpensive, secure and reliable IoT 
solution for developers of small-scale solutions. 
 
The vast breadth and depth of IoT falls outside the scope of this study, which will be limited to smart manufacturing. 
Smart manufacturing is defined by Ismail, Truong, and Kastner (2019) as “a manufacturing strategy that is principally 
based on the digitisation of manufacturing-related activities and the rapid conversion of data into information”. 
Alternative terms for IoT, in the context of smart manufacturing, include Cyber-physical systems (CPS) (Jena et al., 
2020), Industrial Internet of Things (IIoT) (Fisher, 2015), and Cyber-Physical Production Systems (CPPS) (Antao et 
al., 2018). For this study, IoT encompasses CPS, IIoT, and CPPS. 
 
Smart manufacturing presents many benefits for manufacturers through popular business cases. Predictive 
maintenance (PM) is a popular business case for IoT (see Antao et al. (2018); Ismail et al. (2019); Jena et al. (2020); 
Sahal, Breslin, and Ali (2020)). The goal of PM is to evolve from the current practice of preventative and reactive 
maintenance to systems of time-based maintenance (TBM) and condition-based maintenance (CBM). TBM is the 
most basic form of PM and operates by issuing an alarm to the maintenance department if the machine has been 
inactive for a pre-defined period (Antao et al., 2018). CBM is a process that involves the continuous collection and 
analysis of sensor data to detect faults that manifest as abnormalities in the production machinery before a total failure 
occurs. A type of CBM that is applicable to this study, is a gradual increase in the cycle time of a robot that can only 
be made possible through the collection and analysis of large amounts of data (Sahal et al., 2020). 
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IoT applications produce large data sets that need to be appropriately managed using a data framework (Berat Sezer, 
Dogdu, Ozbayoglu, & Onal, 2016). The need for a data pipeline is advocated by Ismail et al. (2019) and Jena et al. 
(2020) who both propose a five-stage data pipeline that can be used in the context of smart manufacturing. The five 
stages as defined by Ismail et al. (2019) are as follows: 
• Stage 1: Data ingestion, which is the entry point for data in the big data pipeline and is responsible for identifying, 

validating, filtering, and integrating incoming data. 
• Stage 2: Data communication is responsible for facilitating the transfer of data between the different 

tools/components in the pipeline and is often done using a middleware. 
• Stage 3: Data storage is necessary as the data ingested into the pipeline is large and often heterogeneous. 
• Stage 4: Data analysis is responsible for modelling the data using multivariate statistical methods to conduct time-

series trend analysis. 
• Stage 5: Data visualisation is the systematic representation of data that makes the data easier to interpret. 
 
As an evolution of the big data processing pipeline, IoT utilises an adapted framework for which there is no current 
consensus (Fahmideh, Yan, Shen, Mougouei, Zhai, & Ahmad, 2021; Sethi & Sarangi, 2017). Sethi and Sarangi (2017) 
examined the evolution of the architecture of IoT from the 3-layer approach (Perception, Network, and Application) 
to a more modern 5-layer approach (Perception, Transport, Processing, Application and Business). Literature often 
uses the 5-layer approach when creating the architecture of an IoT system which results in some overlap between the 
different architectures. We consolidated the layers and definitions provided by Antao et al. (2018); Ismail et al. (2019); 
Jena et al. (2020); Sahal et al. (2020), and Sethi and Sarangi (2017) in Table 1. 
 

Table 1: Chosen IoT architecture 
 

Layer name Description 
User layer Provides interactivity between users and the solution through dashboards, reports, message boards, and 2D maps that 

are relevant to the user so that the user may act on them and complete their individual functions. 
Application layer Enables users to receive data and services from smart objects, perform processing algorithms using the data, and 

sending the results back to users or other objects. 
Middleware layer Responsible for storing and processing data created by the sensors as well as managing the devices themselves. The 

middleware layer acts as the backbone of the system and must offer a wide range of services to the other layers, using 
databases, cloud computing and big data technology. 

Communication layer Transports the data from the sensor layer to the middleware layer, using an array of communication technologies and 
security protocols. 

Device layer Consists of the physical sensors and other data collection devices employed to collect the necessary data accurately 
to enable processing and analytics downstream. 

 
3. Methods - Introducing the Collaborative IoT Design Approach 
This study applies action design research (ADR), a research methodology that focuses on the development of an 
artefact to address a problem within a specific organizational setting (Sein, Henfridsson, Purao, Rossi, & Lindgren, 
2011). Mullarkey, Hevner, and Ågerfalk (2019) indicated that ADR researchers usually apply the four intervention 
stages during a research project: (1) Diagnosing, (2) Design, (3) Implementation, and (4) Evolution. The main artefact 
developed for this study, is a collaborative IoT design approach (CIOTDA) to guide practitioners in developing and 
implementing IoT solutions. We partially demonstrate the CIOTDA at APM. According to Mullarkey et al. (2019), 
each of the intervention stages of ADR incorporates data gathering, discussed next.  
 
In accordance with Creswell & Plano Clark’s (2006) definition, this study followed a mixed methods approach in 
gathering both qualitative data and quantitative data. The first two ADR intervention stages (diagnosing and design) 
primarily gathered qualitative data, whereas quantitative data was gathered during the third stage (implementation). 
The fourth stage (evolution) forms part of future research. According to Marshall and Rossman (2006), qualitative 
researchers usually rely on four primary methods for data-gathering, that were also demonstrated in this study: (1) 
Participating in the setting, (2) Observing directly, (3) Interviewing in depth, and (4) Analyzing documents. During 
the third stage (implementation) we gathered quantitative data to showcase the data analysis function and data 
visualization function of the IoT solution that was selected for APM. 
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Using the ADR intervention stages presented by Mullarkey et al. (2019), the subsequent sections elaborate on the 
industrial engineering techniques that were incorporated in the CIOTDA. Due to length-restrictions, it is not possible 
to demonstrate implementation of the entire CIOTDA. Therefore, at the end of each paragraph, we indicate in square 
brackets ([  ]) the scope of our partial demonstration. 
 
3.1 Diagnosing 
The diagnosing stage ensures that the problems experienced at the manufacturing enterprise are of a specific kind, i.e. 
they relate to inefficient collection-and-reporting of production data. The rationale is that an IoT solution will only be 
useful when existing production data collection is conducted in an inefficient way, e.g. using manual intervention that 
is error-prone. The problem diagnosis should also highlight problems that are very specific to the manufacturing 
enterprise that may also affect the type of solution that is needed. In accordance with ADR, easy-to-use and 
collaborative techniques should be used to ensure a shared understanding of the existing deficiencies.   
 
In accordance with Andersen and Fagerhaug (2006), we suggest that a flowchart is used to obtain a basic understanding 
of the existing data-reporting processes on the shop floor. In addition, the PIECES-framework, developed by James 
Wetherby (Bentley, Whitten, & Randolph, 2007; Fatoni, Adi, & Widodo, 2020), is useful to confirm that data- and 
information-related inefficiencies exist. The acronym PIECES is used as a taxonomy of six problem areas: 
Performance, Information, Economics, Control, Efficiency and Service. Each category includes a checklist of items 
(see Bentley et al. (2007)) to guide diagnostic interviews with stakeholders that are involved with the production 
process and production data capturing. [The demonstration in section 4.1 includes the flowchart]. 
 
3.2 Design 
The design stage starts with an elicitation of solution requirements, distinguishing between non-functional 
(performance) requirements and functional requirements for an IoT solution. Based on the requirements, alternative 
IoT solutions should be considered to select the most appropriate solution for the manufacturing enterprise. Once 
selected, additional construction and configuration activities should prepare the solution for implementation. 
 
Eliciting non-functional requirements. A non-functional requirement is “a description of other features, 
characteristics, and constraints that define a satisfactory system” (Bentley et al., 2007, p 185) Drawing from the 
existing body of knowledge on information systems design, Leffingwell (2011) presents a list of non-functional 
requirements to be used when eliciting some of the non-functional requirements of any type of information-system-
related solution. Leffingwell (2011) presents performance, reliability, supportability, and usability as essential non-
functional requirements for an information system, whereas Ismail et al. (2019) proposed the FURPS+ system which 
includes functionality, usability, reliability, performance, and supportability as essential non-functional requirements 
for an IoT system. [The demonstration in section 4.2 includes a summary of non-functional requirements]. 
 
Functional requirements. A functional requirement is “a description of activities and services a system must provide” 
(Bentley et al., 2007, p 185). From an end user’s perspective, the function of an information system is primarily 
perceived via the user-interface features that are available to the user. Processing actions that are required from the 
user layer should be elicited from the end-user. Since use case models provide a means of collaborative elicitation of 
the user requirements (see Bentley et al. (2007)), we suggest that a use case model (including a use case diagram and 
use case narratives) is used to represent these requirements. Since use case models are not comprehensive to elicit all 
functional requirements (Leffingwell, 2011), an additional list of features should be used to represent additional IoT 
user features. Bentley et al. (2007) also suggest that data models are used to represent the data requirements of the 
information system. Once defined, the create-read-update-delete (CRUD) matrix is useful to highlight missing 
functional requirements. All tools and techniques previously mentioned are supplemented or based on feedback 
received during interviews and joint requirements planning (JRP) which are regarded by Bentley et al. (2007) as 
excellent fact finding tools. Interviews and JRP offer a collaborative method for requirements discovery that allow for 
deeper insight than surveys and allow the researcher to interact and involve the participant in the process (Andersen 
& Fagerhaug, 2006; Bentley et al., 2007; Leffingwell, 2011). [The demonstration in section 4.2 includes a use case 
diagram and list of features]. 
 
Even though the user layer provides interaction with the human as a user, other constructional layers (presented in 
Table 1), should also exist to support the user layer. The CIOTDA does not facilitate the functional designs of these 
additional layers. Rather, the assumption is made that a commercial-off-the-shelf (COTS) solution will be bought for 
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the middleware solution, since it primarily contributes towards the main functional and non-functional characteristics 
of the system and will be used during the solution selection phase, discussed next. 
 
Alternatives comparison and solution selection. Based on the requirements elicited from the production process 
participants, a collaborative decision-making process is suggested. Although various multiple criteria decision making 
(MCDM) methods exist (Velasque, 2013), many of these tools are too complex to be used for practical decision-
making making (K. D. Goepel, 2013). Yet, the analytic hierarchy process (AHP) is a pragmatic MCDM method, 
controls the consistency of the decision-makers and facilitates group consensus (K. Goepel, 2018). Two methods exist 
for conducting group decision making using AHP: (1) Aggregating the judgments of individuals (Balt, 2016) and (2) 
an AHP that is completed by facilitating a group discussion (Scala, Needy, & Rajgopal, 2010). When using the 
discussion-based method, it is possible for the decision to be skewed in favour of the participants with the loudest 
voices (Balt, 2016). Hence, we propose the first method, i.e. where individual judgements are aggregated. Since our 
approach assumes that multiple existing COTS IoT solutions already exist in the market, we suggest that the AHP-
based method of Wei, Chien, and Wang (2005) is used, since it provides guidance for selecting a COTS solution with 
multiple decision-makers. [The demonstration in section 4.2 includes a list of middleware solution alternatives that 
were short-listed. We also introduce the hardware that was selected for implementation in section 4.3].  
 
3.3 Implementation 
For the implementation stage, we suggest an incremental implementation approach, aligned with agile software 
development thinking (see Leffingwell, 2011), experimenting with one or two implementations to obtain feedback 
and to validate the solution prior to full-scale implementation. The implementation will involve building up the 
functionality according to the layered IoT architecture (Table 1), starting at the device layer working towards the user 
layer. This iterative approach would ensure that each layer is built on a strong foundation. The first phase of 
implementation would involve prototyping until the sensor is communicating with the chosen middleware reliably 
and the data is being stored. From here we could start building up the application layer to ensure that the data is being 
enriched correctly, followed by designing the data analysis algorithms. Once the application layer has been 
implemented the user layer can now be designed and tested through multiple implementation trials. [The 
demonstration in section 5 includes an implementation trial]. 
 
4. Data Collection During Diagnosing, Design and Implementation 
As indicated in the previous section, we now provide evidence of a partial demonstration of the CIOTDA. 
 
4.1 Diagnosing 
The flow chart in Figure 1 describes the current method of collecting production data used by APM. The flowchart 
was composed during interviews with the management at APM. Through interviews and analysing the flow of the 
data recording process, two main problems were identified. In Step 1 the data being captured is of a poor quality 
because it is manually captured at an accuracy of 80% which APM accredits to low literacy and/or operators 
purposefully misrepresenting the data. During interviews, it was determined that in Step 6 the data processing is time 
consuming and unreliable. Through a time-study it was found that the data capturer may need to process up to 208 log 
sheets per day (104 machines x 2 shifts daily) and is routinely busy inputting data from 07:00 to 13:00. Such a long 
tedious process increases the chance of an input error by the data capturer. The data capturer is an industrial engineer 
(technical) and cannot complete other value adding activities because of the tedious nature of the process. 
 

 
 

Figure 1: Flowchart describing the existing data capturing process 
 
The flowchart in Figure 2 described the current method of reporting a breakdown on the production floor. After 
analyzing the flow and conducting interviews with APM it was determined that the process had deficiencies in Steps 
2 to 5. The current method allows for missing time, which results in discrepancies in the data captured by the 
production engineering (PE) and production departments, because there is no way to know exactly when the 
breakdown occurred and therefore if it was reported timeously. There is no way to track down the reason between the 
difference in availability figures between the departments which may be a result of the operator not reporting the 

Step 1 Step 6 
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breakdown timeously or there not being an adequate number of maintenance technicians. In either case the true reason 
must be identified before disciplinary action is taken against the operator. 
 

 
 

Figure 2: Flowchart describing the existing breakdown logging process 
 
Using the flowchart in Figure 1 and Figure 2 along with the PIECES framework, and interviews there were core 
problems identified by each department: 
• There is no way to actively monitor output and correct it before the damage has been done and the output is lost. 
• Different production numbers create confusion and conflict when planning is done. 
• There is too much time between when a machine breaks down and the maintenance technician is called in. 
• The department cannot accurately track machine and tool usage to effectively plan maintenance activities. 
• The data being processed is not correct and there are not enough engineers to actively monitor the situation. 
• The way the data is processed is too labor intensive which removes the engineers from their core competencies. 
 

Using the knowledge of the problems caused by the current method identified during the diagnosis phase, the next 
phase presents the functional and non-functional requirements and selecting an appropriate solution using the AHP. 
 
4.2 Design 
The non-functional requirements are the basis on which the solution will be built and therefore must be carefully 
considered. The approach taken by us was to compile a list of 86 non-functional requirements from 12 literature 
sources which were then analyzed using a meta-analysis. From the meta-analysis, it was found that the most frequent 
non-functional requirements were scalability and security with a frequency of 8 as well as interoperability and 
reliability with a frequency of 6. All 13 non-functional requirements with a frequency of 3 or more were compiled 
into a list and then confirmed by the team at APM during an interview. The selected non-functional requirements are 
presented in the first section of Table 2. 
 

Table 2: Consolidated list of non-functional requirements 
 
Non-functional 
requirement 

Definition Source 

Availability The expected percentage of time in which the platform’s services/data are in 
operation and accessible when required. 

(Fahmideh et al., 2021) 

Configurability The mechanisms available for setting functions, services, interfaces, and 
connecting devices to operate and communicate in a specific way. 

(Fahmideh et al., 2021) 

Interoperability The ability of the platform to enable the interaction between heterogeneous 
software, hardware, and data components across all the layers of an IoT system. 

(Fahmideh et al., 2021; Pattar, Buyya, 
Venugopal, Iyengar, & Patnaik, 2018) 

Maintainability The ease with which components can be modified to change/add new capabilities, 
correct defects, and improve non-functional requirements. 

(Fahmideh et al., 2021) 

Performance The designed mechanisms to guarantee the best response time, and throughput to 
ensure the platform provides the required service. 

(Fahmideh et al., 2021; Ismail et al., 
2019) 

Recoverability The mechanisms across all layers of an IoT system to enable a system to restore 
itself from failure, includes recovering perished data. 

(Antao et al., 2018; Fahmideh et al., 
2021) 

Reliability The system’s ability to operate as expected (send and receive data) under 
predefined conditions for a predefined duration of time.  

(Antao et al., 2018; Fahmideh et al., 
2021; Fisher, 2015) 

Scalability The ability of the platform to maintain quality criteria with an increase in 1) 
received requests, 2) volume of data, 3) number of devices. 

(Fahmideh et al., 2021) 

Security The robust mechanisms across all layers to satisfy the expected security 
requirements to establish secure communication channels. 

(Fahmideh et al., 2021) 

Supportability The middleware should be well maintained, stable, active, well-documented, with 
a strong, supportive, and responsive community. 

(Ismail et al., 2019) 

Accessibility How easily the middleware can be accessed through a device that is connected to 
the internet or through a mobile app. 

(Ismail et al., 2019) 

Steps 2 to 5 
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Non-functional 
requirement 

Definition Source 

Usability The availability of user interfaces such as dashboards, reports, and 2D maps for 
interaction with and presenting information to users. 

(Fahmideh et al., 2021) 

Documentation The middleware must be well-documented to reduce system ambiguity, and allow 
for system extensibility, user training, etc. 

(Ismail et al., 2019) 

 
While Section 1 of Table 2 presents the non-functional requirements identified via the meta-analysis, Section 2 
presents the project specific non-functional requirements which all had a frequency lower than 3 during the meta-
analysis. The 3 non-functional requirements were selected by us and the APM participants since they were identified 
as key deficiencies in the previous system. The APM interviewees unanimously agreed upon these requirements as 
necessary non-functional requirements. The low frequencies for accessibility, usability, and documentation can be 
used as an example of deficiencies in the current approach to IoT systems. A lack of accessibility in a system limits 
the usefulness, therefore limiting the effectiveness of the system. The lack of usability and documentation limits the 
individual agency of the end-user by making them reliant on the system provider to support or enhance the system. 
These non-functional requirements were used to inform the AHP hierarchy in Figure 4. 
 

 
 

Figure 3: Use-case diagram 

Once the non-functional requirements were 
established, the functional requirements for the 
user layer needed to be identified and then 
compiled into a list of necessary features. The 
methods used to identify the functional 
requirements included interviews, JRP, use-case 
diagrams, and data models. The use case diagram 
is presented in Figure 3. The use-case diagram 
offers a visual representation of how the actors 
involved interact with the IoT system and each 
other. The use-case diagram allows researchers to 
map all possible use-cases and the visual nature 
of a use-case model means that it is easy to 
understand for users that may not be familiar with 
information systems design. Therefore use-case 
diagrams allow for the researcher to verify and 
improve the use cases with an end-user.  
 
Using collaborative requirements discovery 
methods, a list of must-have features was 
compiled by us, with input from the participants 
at APM. The core features that are presented in 
Table 3, were used to shortlist IoT middleware 
solutions, confirming whether they would fulfil 
the minimum needs of APM. 

 
Table 3: Core features of the IoT system 

 
Requirement Description 
1 Allow the operator to input the downtime 

codes at their cell. 
Input downtime codes using touch screens to accurately monitor the robot’s state. Must be 
usable by operators with low literacy. 

2 Calculate maintenance KPI’s. Calculate MTTR, MTTB, machine availability, and repair time. 
3 Export data to Excel for further analysis. The system must be able to store and export the data it captures in an array of file formats to 

allow for further analysis. 
4 Track production on a part and robot level. The system must distinguish the number of parts produced on a robot/machine and in total. 
5 Real time reporting. Provide a live feed of the activities on the workshop floor. 
6 Accessible from any computer/tablet 

connected to the internet. 
The system will need to work on various computers throughout the facility and the 
tablets/commercial PC’s that the operator will use. 
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Requirement Description 
7 Must be able to store the device in a 

lockable cabinet. 
The sensor and tablet must be securely stored for the duration of a shift to avoid damage or 
theft, must have a constant power supply or a 10-hour long battery life. 

8 Must be plug and play. There must be no coding required when the sensor is installed on a machine. 
9 Support alarm functionality through 

various communication channels. 
Notify the applicable department (Via dashboard or email) if a robot is standing still for too 
long or enters a downtime state. 

10 The sensor must be machine agnostic. The sensor itself must be designed in such a way that it supports multi-platform deployment. 
11 Produce the time between cycles. Record the time series data to calculate the delta time between two data points/cycles. 
12 Capture and store data so that it may be 

used for inference. 
Store the recorded production and downtime data for a reasonable amount of time so that it 
may be accessed later. 

 
When choosing middleware to build the solution, we identified 16 possible candidates. The initial list of 16 IoT 
middleware solutions (MS) was then filtered using the core features presented in Table 3. If a MS could not meet any 
of the features, it was removed from further consideration. After the filtering process concluded, the final 4 MSs were 
compared using the AHP as presented in Figure 4. The criteria of the hierarchy consists of 4 layers from the IoT 
architecture presented in Table 1 as well as two additional criteria that combat the deficiencies of the previous system 
by ensuring that the new system can be supported and that the middleware vendor itself is taken into consideration. 
The sub-criteria consist of the non-functional requirements presented in Table 2. The AHP was completed by allowing 
each of the 3 managers to complete their own pairwise comparisons which were then aggregated to find the criteria’s 
priorities. The decision was made to aggregate the individual judgments and is justified in section 3.2. The AHP 
yielded a priority of 37.5% for Thingsboard, 37.2% for Ubidots, 17.7% for Kaa IoT and 8.6% for Blynk IoT. After 
much consideration and testing, Thingsboard was selected as the MS that would be used. 
 

 
 

Figure 4: AHP hierarchy 
 

Thingsboard is a highly customizable, fault tolerant, 
robust, efficient, and a scalable IoT middleware solution. 
Thingsboard is available as either a self-hosted service or 
a cloud hosted service, both of which operate using a 
subscription model. Thingsboard also allows the user to 
design custom widgets making it extremely powerful. 
Thingsboard also has plug-ins available that enable edge 
computing and machine learning to enable predictive 
maintenance. 
  
Thingsboard was used to design a prototype IoT system 
for APM. The next section provides an overview of the 
hardware that was used to complete the design of the 
prototype. 

4.3 Hardware selection 
We experimented with 3 hardware platforms while developing the solution, namely Raspberry Pi Zero Wireless, a 
Things on edge IoT cricket (Figure 6), and a nodeMCU esp8266 board (Figure 5). The Raspberry Pi was overbuilt for 
this application and was deemed more complicated than was necessary and disqualified. The Things on Edge IoT 
cricket is a Wi-Fi module with a very low power-draw and can send 15 000 data points on a 2x AAA battery pack but 
isn’t programmable. Hence, proper sampling could not be implemented. The nodeMCU was then selected as the final 
solution and 3 sensors were built for the 3 robots (Figure 7). 
 

 
 

Figure 5: Prototype nodeMCU sensor 

 
 

Figure 6: Prototype IoT cricket sensor 

 
 

Figure 7: Final nodeMCU sensors 
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5. Implementation Results 
A prototype dashboard has been built to test and verify the functionality of the sensors before the final operator 
dashboard is built. This section will provide an explanation of the data collection and enrichment method as well as 
an ample analysis comparing the sensor data against the log sheet data. 
 

 
 

Figure 8: Prototype IoT dashboard 
 

We now present an explanation of each element 
on the prototype dashboard in Figure 8: 
1. This element displays the current attributes of 

each sensor, where the entity name is the 
robot the sensor has been installed on, active 
is whether the sensor is connected to the 
server, and currentPart and currentState will 
be explained below. 

2. This element updates the attribute currentPart 
which is used to enrich the incoming 
telemetry. 

3. This element updates the currentState which 
is the operating condition of the robot as 
defined by the operator. State 0 is fully 
operational. 

4. This element displays the latest time series 
telemetry data for each sensor. 

Elements 2 and 3 will be accessible by the operator so that they may update which part they are producing as well as 
which state the robot is in. The state will be controlled by push buttons on the dashboard so that the dashboard is easier 
to operate. When a new state is declared it will update the attribute as well as log a data point that then triggers an 
alarm to let the applicable department know that the robot has stopped and why. Code 1 represents a breakdown so as 
the operator pushes the button it will alert the maintenance department that the robot has broken down. There are also 
alarms in place that will trigger if a robot stands still for a predefined period. 
 
5.1 Numerical Results  
The factory runs in 10-hour shifts (600 minutes) which results in 535 minutes of planned production time after 
meetings (10 min), teatimes (25 min), and lunch (30 min) have been deducted. The approved cycle times (that make 
allowances for dressing and replacing the tips on the welding arms) for cells 1, 2, and 4 are 267, 228, and 233 seconds 
respectively. There will be three sets of data being used for each cell, the log sheet data, the raw sensor data, and the 
corrected sensor data which removes all recorded downtime, sensor data is in the form of delta time between the data 
points. The wasted time is the amount of time that is being wasted due to the subpar average cycle time calculated 
using the corrected data. The availability according to the sensor will be calculated by summating the corrected delta 
time values. 
 
For cell 1 the availability as declared by the log sheet was 95.7% (512/535) whereas the sensor recorded an availability 
of only 87.9% (500/535). This is supported by the number of parts logged which was 111 but the sensor recorded that 
the welding arm only actuated 107 times. The wasted time was recorded as 30 minutes and if the operators were 
working at the approved cycle time of 267 sec/part then the stated production goal of 114 parts would have been met 
(an additional 7 parts). For cell 2 the availability as declared by the log sheet was 77.6% (415/535) whereas the sensor 
recorded an availability of 76.6% (410/535). The sensor recorded that those 106 parts were made but the log sheet 
recorded 107 which is small, but the parts are valuable even if this mistake is just human error. The data recorded by 
the sensor and the operator for cell 2 had a fair similarity and is within an acceptable margin of error. For cell 4 the 
availability as declared by the log sheet was 68.3% (365/535) whereas the sensor recorded an availability of 66% 
(353/535). There is an alarming difference between the number of parts logged and the number of cycles recorded by 
the sensor, the operator logged 90 parts being produced but the sensor recorded 51 data points. It is not impossible for 
the operator to produce 90 parts by the sensor was online the entire time, this will require a visual analysis of the data 
which will be done in section 5.2. The significance of the wasted parts/time is that they could have made it into 
production if the production manager was able to see live that the process was underperforming which could have 
saved APM having to pay employees overtime on a Saturday to make-up the lost production or rather “wasted time”. 
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5.2 Graphical Results 
For a particular day, the time series data for cells 1, 2, and 4 were exported to Excel and compiled into the graphs in 
Figure 9, Figure 10, and Figure 11 respectively. In the graphs the raw data is blue whereas the red represents the corrected 
data that deducts planned and reported downtime, this included teatime 1 from 10:00 to 10:15, lunch from 13:00 to 
13:30, and teatime 2 from 15:00 to 15:10. 
 

 
 

Figure 9: Cell 1 graph 
 

 
 

Figure 10: Cell 2 graph 

 
 

Figure 11: Cell 4 graph 

For cell 1 in Figure 9, we see that the production was sporadic throughout the day with only one breakdown reported 
that lasted 23 minutes somewhere between 10:15 and 12:00. There appears to be a slump in the afternoon which could 
be due to fatigue or reliability issues which would explain the sporadic production. For cell 2 in Figure 10, we observed 
a consistent production rate. However, if we look closely at the breakdown reported between 11:00 and 14:00 which 
was recorded as lasting 135 minutes when in fact if we look at the corrected values, we can see that the downtime 
figures were over reported. This may be intentional to lower the required number of parts for the rest of the day or a 
simple oversight. For cell 4 there was a breakdown reported in the morning that was possibly left over from the night 
shift which resulted in production only starting at 09:55. There was also a missing 30 minutes surrounding the second 
teatime that was not booked as downtime on the log sheet, these 30 minutes and the extremely inconsistent cycle times 
recorded by the sensor confirm the results in section 5.1 and the operator could not have produced 90 parts. 
 
5.3 Survey results 
The managers at APM that participated in the project completed a survey that applied a 5-point rating scale: 1 - 
Strongly disagree, 2 – Disagree, 3 – Neutral, 4 – Agree, 5 - Strongly agree. The following questions were used: 
1. My needs for addressing the production-data capturing problems will be addressed by the new IoT solution. 
2. My needs received equal priority in selecting a new IoT solution compared to the needs of other departments. 
3. The level of collaboration in developing the new IoT solution has improved when compared to the development 

of the previous system. 
4. The researcher involved the participant in the problem analysis and requirements discovery stages. 
5. The researcher made an effort to identify the underlying problems/requirements that needed to be addressed. 
These were followed by two open ended questions: 
6. What was the biggest difference between the approach used by the researchers and the approach used by the 

previous service provider? 
7. What (if anything) made the approach used by the researcher more collaborative? 
 
Then the participants’ answers are summarized below, and the results of the long questions are presented in Table 4. 
1. Most participants agree their needs will be met. 
2. All participants strongly agree they were treated equally. 
3. Most participants agree the level of collaboration did improve. 
4. Most participants strongly agree they were involved. 
5. All participants strongly agree we put in extra effort. 
 

Table 4: Results of survey per department 
 
Qu. Manufacturing engineering Production Plant engineering Summary  
6 Teamwork and involvement. The pervious system was not at all user 

friendly and had no data capturing or 
reporting function. 

The current researcher 
actually asked what 
exactly was needed. 

Actively involving the 
participants in the process 
yielded a positive response. 

7 All parties had an input in the 
development. 

Asked questions about my needs and 
expectations required from the loT system. 

One on one interviews 
with each department. 

Interviews and personal 
engagement were powerful tools. 
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5.3 Proposed Improvements 
The sensors and dashboards are working reliably and recording accurate and real data. However, the first improvement 
on what has been built would be to finalize the operator dashboard. Another improvement that needs to be made is the 
connectivity throughout the facility. The sensors are currently in a small area of the production floor that has Wi-Fi 
connectivity. Thus, moving forward, the connectivity would need to be reevaluated and improved. The proposed 
method is to use a Raspberry Pi as described by Fisher (2015) to act as a gateway between the sensors and the internet. 
 
5.4 Validation 
An initial implementation of the CIOTDA to design an IoT solution for APM, indicated that the chosen IoT solution 
has the potential to improve the accuracy of data capturing regarding the statuses and activity/inactivity of machines. 
We also obtained feedback (survey results) on whether the CIOTDA as an approach was useful in designing an IoT 
solution that would address the problems identified at APM. 
 
6. Conclusion 
In summary, this article suggested a new collaborative IoT design approach (CIOTDA) that should be useful to other 
manufacturing enterprises that need to improve the quality of their manufacturing processes using IoT technology. 
We addressed three research objectives in this study. Addressing our first objective, we selected appropriate industrial 
engineering techniques to construct a collaborative IoT design approach (CIOTDA). Our survey-results confirmed 
the collaborative nature of CIOTDA. As a second objective, we applied the CIOTDA at a real-world enterprise, 
partially demonstrating its application in this article. Our initial implementation results confirm that the IoT solution 
has the potential to increase the efficiency of data collection and management’s ability to effectively monitor 
manufacturing operations. As a third objective, we presented some experimental results to demonstrate how the sensor 
data becomes useful to identify trends or downtime, prompting management action. The CIOTDA was developed 
using action design research (ADR), demonstrating the artefact at a single enterprise. Based on some of the feedback 
(from our survey results), the CIOTDA could be further improved to ensure that a more comprehensive set of 
requirements are gathered for the IoT solution. As indicated by the fourth stage of an ADR study, further evolution of 
the artefact is needed. The CIOTDA should also be demonstrated at other manufacturing enterprises to further validate 
its usefulness. 
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