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Abstract
Smart Camera Networks (SCN) are becoming a fundamental piece of our intelligent cities, buildings and
homes, progressively inserting themselves in our lives. Achieving security in such a dynamic and
heterogeneous environment is a challenging task. This means that applications for Smart Camera
Networks need mechanisms for self-adaptation and for self-protection based on the dynamic
reconfiguration and adaptation of the algorithms used to provide security. In this paper, we propose a selfadaptive security solution for SCN based on the combination of the MAPE-K reference model to dynamic
negotiate and deploy of security policies, and DSPL approach to reconfigure the security level of the
applications at runtime and monitor the changes in the context. The novelty of our approach comes from
dynamic negotiation of security policies and automatic reconfiguration of security level to instantiate the
new security policies at runtime in order to be capable of deploying adaptive security mechanisms to
satisfy different security needs at different conditions.
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1. Introduction
In many domains, systems need to run continuously and cannot be shut down for reconfiguration or maintenance
tasks.

Smart Camera Networks are composed of heterogeneous devices. SCN work in dynamic environments
with changing information about the relative camera location. Such devices must adapt their position and
their function in response to changes and fluctuations in tasks and in the environment [3]. Dynamically
changing SCNs are a challenge, as static security mechanisms are not able to offer an optimal security
level for the varying situations. Moreover, it is impossible at design-time to anticipate all situations in
which a SCN application will be utilised. These challenges cause a need for self-adaptive security, which
is able to select security mechanisms and tune their parameters autonomously at runtime. On the other hand,
Software development processes should provide security solutions that take into account the high heterogeneity an d
variability of SCN and applications and also the high variability of both security requirements and solutions.
Hence, this paper presents a methodology detailing key steps and activities to create an adaptive security solution
based on the use of the MAPE- K reference model to dynamic negotiate and deploy of security policies by modeling
secure interoperability policies with different constraints , and DSPLs approach to reconfigure the security level of
the applications at runtime and monitor the changes in the context in order to be able to react to those changes.
Finally, we have validated our work using a variability modelling technique: the Common Variability Language
(CVL).
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After the introduction background information is given. Section 3 describes the main challenges that need to be
solved and presents the details of our approach. The evaluation of our approach is discussed in Section 4. A related
work is presented in Section 5. Finally, the Conclusion and future work Section close the paper.

2. Background
2.1 MAPE-K Reference Model
In the IBM’s Autonomic Computing vision [7], the autonomic behaviour is achieved by means of the MAPE-K
reference model (Monitor, Analyse, Plan, Execute, and Knowledge). The principle of the Monitor phase is to collect
information from the managed element, that is, the adapted software, and execution environment. The monitoring
utilises sensors to collect relevant data. Therefore, the Plan recognises what has to be changed in order to achieve
requirements and how to perform this change. The output of this phase is called an adaptation plan, which utilises
self-configuring and self-optimisation. The Analyse phase combines the collected data and possible history data to
reveal if requirements are not fulfilled, which causes an adaptation need. Consequently, the Analyse phase calls the
Plan phase, which creates the adaptation plan. The adaptation plan contains a decision on how the software will be
adapted. In order to create the adaptation plan, different algorithms or rules are utilised. Moreover, the Plan phase
takes possible contradicting requirements into account as trade-offs. Finally, the Execute phase enforces the
adaptation plan by means of effectors, which affect the managed element.

2.2 Dynamic Software Product Lines
Software Product Lines (SPL) have been used successfully in industry for building families of systems of related
products, maximizing reuse, and exploiting their variable and configurable options.
New SPLs extend the concept of conventional SPLs by enabling software -variant generation at runtime and
produce software capable of adapting to such fluctuations . In contrast with traditional SPLs, dynamic SPLs (DSPL)
bind variation points at runtime, when software is launched to adapt to the current environment, as well as during
operation to adapt to changes in the environment. Building a product line that dynamically adapts itself to changing
requirements implies a deployment of the product configuration at runtime [16]. It also means that the system
requires monitoring capabilities for detecting changes in the environment. As a response to these changes, the
system adapts by triggering a change in its configuration, providing context -relevant services or meeting quality
requirements.
Dynamic software reconfiguration is concerned with changing the application configuration at
runtime after it has been deployed.

3. Challenges and our approach
In this section we describe, in more detail, the main challenges that need to be taken into account in order to
dynamically adapt and reconfigure the security level at runtime. We also indicate how our approach copes with
these challenges [6] - [7] - [9] - [17].

3.1 Challenges
Challenge1: Develop secure applications that run on heterogeneous systems. The SCN are heterogeneous, and
thus, the security solution deployed at each component needs to be adapted to the characteristics of every
component.
Challenge2: Dynamic negotiation of security policies for SCN. The conditions of the running environment of the
systems could change. Then, the security policies may need to be adapted to the new conditions. This adaptation
requires a previous negotiation between the different parts of the application.
Challenge3: Monitor the changes in the context. These changes can be general or can be specific to security. The
environment needs to be monitored to react to these changes.
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Challenge4: Define a dynamic reconfiguration service to endow applications with self-protection. When the
environment or the security requirements change at runtime, the system mus t be self-protected to maintain a proper
and secure functioning.
Challenge5: Provide an efficient solution able to run on SCN. As SCN are composed of a large number of devices
and applications, the self-protection mechanism should be efficacy and efficient as possible.

3.2 Dynamic Adaptation of Security
Based on the challenges described before, in this section we describe a methodology to realize an adaptive security
solution at runtime that conforms to IBM’s Autonomic Computing vision [7] and which is able to select security
mechanisms and tune their parameters autonomously at runtime.

Figure 1.. Adaptive Security for Smart Cameras
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Figure 2. Adaptive Security Architecture
Figures 1 and 2 depict the components of an adaptive security service in dynamic systems which augment a
standard security service with adaptive features and new activities supporting the runtime nature of systems assets
and products [1]. Furthermore, the design is a realisation of the adaptive feedback loop of MAPE-K model.
- Context Unit: It is similar to the Monitor component in the MAPE-K Model. It enables the Adaptive Security
Service to observe the environment context. Through runtime monitoring of the system context it enables the
Analyze-Decision Unit to make informed decisions based on the Current State of the system.
- Knowledge Unit: The shared knowledge includes data such as: -The Service States file contains pre-computed
data or a system model which represents the interrelationship between security and the environmental concern. - The
Current State which allows the Analyze-Decision Unit to determine the future system state: the change in the
relationship, if security is adapted. With reference to the Service States the Analyze-Decision Unit generates a Policy
which satisfies the adaptation Goal.
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- Analyze-Decision Unit: Taking the Current State into account the Analyze-Decision Unit is thus able to
determine the future system state, i.e. the change in the relationship, if security is adapted. The Analyze component
structures the actions needed to achieve goals and objectives. The Decision component determines if and how
security should be adapted based on the adaptation Goal.
With reference to the Service States the Analyze-Decision Unit generates a Policy which satisfies the adaptation
Goal.
- Adaptation Unit: in some sort, it is the architecture control center. It is a unit whose role is paramount and central.
It corresponds to the Executor service in the MAPE-K Model and is responsible for implementing and enforcing the
security adaptation at runtime. It is involved in the adaptation process in two key areas : 1) intercepts the source of
data in transit to the security unit by forming a checkpoint where security can be adapted; 2) it maps the given Policy
rules to the Source Data indicating to the Security Unit which Security function to apply to which sets of Data.
The block consisting of the Policy Interpreter and the Policy Engine modules decide whether or not a new
security policy must be negotiated and the changes to be performed in the system security after the negotiation.
The Policy Interpreter parses the incoming policy updates, generating appropriately formatted Security Function
and Data Filter pairs as input to the Adaptation Engine. Such parsing may include authenticating the sender; policy
syntax checking and mapping policy rules to internal security algorithm and Data filter representations.
Then the Adaptation Engine applies the filter conditions specified in the Data Filter to the incoming data from the
Interceptor. Once filtered, the Data is sent to the Security Unit specifying the appropriate Security Function to app ly
to the particular subset of data.
- Security Unit: takes source data as input, applies the relevant security function to the data and returns the
transformed data.
Our methodology applies the whole MAPE adaptation loop for a Dynamic Adaptation of Security in SCN and
defines each phase separately to successfully create an Adaptive Security Service.

3.3 Dynamic Reconfiguration of Security
DSPL offers a suitable development model for developing configurations of many independently developed systems
which use services from and provide services to each other. In this way, dynamic reconfiguration is defined in terms
of replacing the current variability model configuration with a new configuration in which the variation points have
been re-bound to adapt them to a context change. By applying this approach, SCN are able to configure and
reconfigure instances of the middleware, in order to solve the problems of modeling related to its heterogeneity and
variability [18].
In addition to this, we use the Common Variability Language (CVL) to specify and resolve variability. The CVL
variability models allow modeling the variability separately from the base model, but both the variability and the
base models are connected and can be managed using the same tool (fig. 3). This CVL approach can automatically
generate both the initial configuration and also the successive adapted configurations.
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SCN

Figure 3. Dynamic Reconfiguration of Security Variability Model
Using Variability Models at run-time guides the choice of system variants in response to context changes. These
operations indicate how system components should be reorganized for the reconfiguration in order to move from
one configuration of the system to another configuration.
Context awareness: The context awareness feature is represented by two elements. One is the kind of context of
which a certain application is required to take care. The other is the list of changes to be executed to generate a new
product when a context modification implies the system’s reconfiguration. This is carried out by the security context
awareness together with the policy interpreter and the policy engine modules. These modules decide whether or not
a new security policy must be negotiated and the changes to be performed in the system security after the
negotiation. Thus, a new feature called security analysis has been added as a child of the context awareness feature
that includes the security context awareness, policy engine and policy interpreter children. Moreover, a new feature
has been added as a child of the product generation feature to indicate that, in the case of security, the new product
configuration needs to be generated, taking into account the information dynamically generated by the policy
interpreter module. Thus, now, the reconfiguration plans could be generated taking as input the information
generated by the policy interpreter module [20].
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Reconfiguration: This module is in charge of reconfiguring the security of the system by instantiating the new
negotiated security policy in all of the necessary SCN of the network. Since the context awareness module generates
a reconfiguration plan with the same format for both generic and security -specific reconfigurations.
Negotiation: included at the same level as context awareness and reconfiguration services for the special
requirements of the dynamic negotiation of security policies.

4. Evaluation and discussion

Figure 4. Security solution based on the combination of MAPE-K and DSPL
We have been combining both MAPE-K and DSPL to achieve adaptive security in SCN (fig. 4). Our research shows
that variability models at run-time can assist a system to determine the steps that are necessary to reconfigure itself.
DSPL development mainly intends to produce configurable products whose autonomy allow to reconf igure
themselves and benefit from a constant updating at runtime in accordance with the changes in the environment.
These updates enable systems to deal with context changes. W e argue that a system can activate/deactivate its own
features dynamically at run-time according to the fulfilment of context conditions.
When the security requirements change at runtime, the security policies are (re)negotiated. The negotiated security
policy is then analyzed and interpreted by the policy engine and the policy interp reter modules. These modules are
responsible for identifying changes in the security policy that require adapting the security concerns deployed insid e
the application dynamically, at runtime.

5. Related work
Few surveys from the adaptive security field already exist [11]-[12]-[21]. Hallsteinsen et al. [10] present the
MADAM approach to building adaptive systems. They extend SPLs by adding the ability to automatically derive
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changed configurations by monitoring the context, and to automatically reconfigure the security application while it
is running. Nevertheless, they do not provide an implementation of a negotiation process as we do.
Hallsteinsen and al. [13], in MUSIC approach, propose to combine (1) DSPL Architectures and (2) Service Level
Agreement (SLAs). SLA negotiation coordinates the configuration of a set of interacting systems. DSPL offers a
suitable development model for developing configurations of many independently developed systems. Assuming a
system of systems where all systems are built as DSPLs with utility and property predictor based decision models.
They propose that each system is configured separately but the configuration is coordinated through SLA
negotiation, but they do not propose a generic framework to provide context adapta tion as our methodology does.
Parra and al. [14] argue that using an SPL paradigm to build context-aware systems based on SOA services, they
propose a homogeneous Context- Aware Dynamic Service-Oriented Product Line (DSOPL) named CAPucine. Their
goal is to define at the same time a service-oriented and context-aware product derivation that monitors the context
evolution in order to dynamically integrate the appropriate assets in a running system, but no model-driven process
has been completed.
The MAPE-K is commonly utilised as a reference model in different adaptation approaches [4], and thus,
elements from the MAPE-K model are emphasised in this section. Elkhodary et al. surveyed three security
adaptation approaches in [5] – namely Extensible Security Infrastructure [8], The Willow Architecture [2] and the
Adaptive Trust Negotiation Framework. As the final conclusion, authors notice that any of these approaches support
all security objectives but concentrate on specific and pre-selected objectives.
Elrakaiby and al. [15] present a policy-based approach for automating the integration of security mechanisms into
Java-based business applications. They use security@runtime, a Domain -Specific Language (DSL), for the
specification of security configurations based on authorization, obligation and reaction policies. Our approach is
suitable for using security policies specified in any model since the mapping between the policies and the security
functionalities is made at an abstract level of the variability model. We separate the monitoring of changes in the
application and the integration of the security functionality following the MAPE-K loop, while they integrate the
security functionalities in the same monitoring events.
M. Loughlin and al. [19] present current methodologies with privacy and trust perspectives and proposes a multilayered security approach highlighting the need for a public key infrastructure layer associated with a reputation based cooperation mechanism.
Many systems, architectures and frameworks currently exist to support such runtime decisions but the challenge
we address in this paper lies in moving such a decision from a static design/deployment time decision to a dynamic
runtime decision. This concept is at the heart of our methodology which takes legacy security systems and provides
steps to create an adaptive security solution based on the use of the MAPE- K reference model to dynamic negotiate
and deploy of security policies, and DSPLs approach to reconfigure th e security level of the applications at runtime
and monitor the changes in the context in order to be able to react to those changes, what constitutes the novelty of
our contributions.

6. Conclusion and future work
This paper concentrated on self-protection solution for SCN based on the MAPE-K Model and DSPL paradigm.
Hence, This approach allows us to: - build secure applications that run in heterogeneous conditions; - dynamically
satisfy different security needs at different situations; - monitor the changes in the context in order to be able to react
to those changes; - reconfigure the security level of the applications at runtime, and - perform the previous tasks and
challenges using an efficient solution that is able to work at runtime.
As an emerging topic, we expect that promising new research will bring better and integrated solutions for
adaptive security in Mobile Devices and Mobile Cloud Computing.
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