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Abstract 

The manufacturing model developed in the third industrial revolution is going through a disruption process that will 
permanently change the way goods will be designed, manufactured and delivered to consumers. The fourth industrial 
revolution or Industry 4.0 rises from two main factors: (i) the demands of a rising portion of consumers who are highly 
connected, whose hyper customized and immediate consumption patterns tend to favor services despite products, and 
(ii) the breakthrough of digital technologies that permeate various segments of the modern society. For this new
industrial paradigm, the purpose is to merge physical and virtual worlds, building environments where data and
information will become the great assets of business models and human intervention in the manufacturing process
will be even lesser than what's envisioned for the third industrial revolution. However, bringing this concept into
reality is not trivial and there is a need for extensive planning of the physical, technological, and organizational
transformations that will be needed to achieve its goals. In this work, two aspects of the manufacturing industry's
digitalization process will be exploited: its technical requirements and the demanded strategic competencies. In the
technical sphere, there is a range of technologies generally considered by the literature as the backbone of Industry
4.0. Through exploratory research, these technologies will be evaluated, and their characteristics analyzed to identify
how they interact with one another and if there are dependencies among them, determining an implementation
roadmap that is technically coherent. Within the strategic purview, the competencies enabled by these technologies
will be associated with the competencies elected by the German Academy of Science and Engineering on its Industry
4.0 Maturity Index (SCHUH, GÜNTHER et al., 2020) as necessary to reach this new model's strategic goals. Once
determining the technical and strategic interactions between the selected technologies, this work proposes a systemic
roadmap for the implementation of Industry 4.0 enabling technologies that defines a path for the digitization process
of the manufacturing industry.
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1. Introduction
The Fourth Industrial Revolution is a widely spread concept among different industries: manufacturing, services, 
construction, education, etc., and its development is related to the changes in consumer needs all over the world. 
Following its predecessors (First, Second, and Third Industrial Revolutions), the also known as Industry 4.0 rises as a 
response to today’s consumption patterns, where industries must respond quickly to requests for highly customizable, 
environmentally friendly, and cost-effective products (KELLER et al., 2014; KHALID et al., 2017; RÜSSMANN, 
2015). For the manufacturing industries, the challenge starts as early as during the product's idealization: how is it 
possible to constantly add compelling features to already well-established products? Furthermore, how to create means 
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of production flexible enough to be able to produce small scales of unlimited versions of personalized goods? There 
are also concerns about how cost-competitive nations can take advantage of this disruption to unsettle the ones that 
are historically production leaders (Daudt; Willcox, 2016; Cucinotta Et Al., 2009; Piccinini Et Al., 2015). 

To tackle that demand and be able to expand, the common trend is to deploy digital technologies that will provide 
industries with more flexibility and agility. In fact, the three pillars upon which the Fourth Industrial Revolution rests 
are flexibility, competitiveness, and sustainability (KELLER et al., 2014). While the objective is fairly clear and 
there’s a certain level of common sense when it comes to what are the relevant technologies to achieve the Industry 
4.0 goals, the path to deploying them can be ambiguous and to effectively initiate the digitization process is not 
obvious. In fact, according to the German Federal Ministry of Education and Research, there’s a need for fuller and 
more targeted information when it comes to how to implement Industry 4.0 principles (BACKES-GELLNER et al., 
2013).  

1.1 Objectives 
This study’s objective is to propose a systemic roadmap for the implementation of the Industry 4.0 enabling 
technologies, based on the comparison of the necessary and attainable capabilities by each technology at different 
levels of maturity.  

2. Literature Review 
The emergence of the Fourth Industrial Revolution is marked by a disruption from the dynamics of its three 
predecessors: instead of being first observed as it develops in an almost organic way, the Fourth Revolution was 
foreseen and planned by governments, universities, and private initiatives (Hermann et al., 2015). 
 

In the face of growing international competition, several countries have launched structured programs for the 
development and application of new technologies in industrial environments. The first nation to publicly do it was 
Switzerland, in 2008 (Kagermann et al. 2013). However, the expression “Industry 4.0” was only publicly introduced 
in 2011 by Germany at the annual Hannover Fair. Due to its long history of being one of the most innovative countries, 
but also facing its greatest economic crisis since the WW2, Germany’s Federal Ministry of Education and Research 
release in 2013 a document elaborated by the Industry 4.0 Working Group with recommendations for implementing 
the new strategic initiative and it became the cornerstone for following research and development of this new industrial 
paradigm (Backes Gellner et al., 2013 Lidong; Guanghui, 2016). 

The Fourth Industrial Revolution principles for the manufacturing industry, or Industry 4.0 principles, are: 
● Service orientation: the functionalities of the systems must be able to be offered as services. 
● Interoperability: physical, virtual, and human systems must be able to communicate transparently. 
● Virtualization: physical systems must be equipped with resources that allow their transcription to the virtual 

world. 
● Decentralization: individual systems can make autonomous decisions, waiving the need for upper 

management commands 
● Modularization: design of systems that allow rapid adaptation in the face of constantly changing 

requirements. 
● Synchronicity: ability to collect, process and deliver information and actions in real time 

Among the benefits promoted by Industry 4.0, the most often mentioned by manufacturing managers is the 
intensification of competitiveness. Changes in companies' strategies combined with the adoption of new technologies 
foster the need for new partnerships, in addition to improving local performance to meet customer demands. Thus, 
business opportunities flourish and increased competitiveness spreads throughout the production chain (Kiel et al. 
2017). 

However, there is a lack of deep understanding of how to start the so-called “digitalization process” and the precise 
knowledge of its steps is a determining factor as to whether an industry will fail or succeed in implementing it.' 
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3. Methods 
In 2020, the German National Academy of Science and Engineering published the Industrie 4.0 Maturity Index, where 
a 6-stage maturity model is proposed considering capabilities displayed by companies individually (Schuh et al., 2020) 
and this index will be used in this work as a guide to collate the identified Industry 4.0 enabling technologies. However, 
the index itself does not explicitly link technologies to each level of maturity. Therefore, to achieve the main objective 
of this work, 4 interim steps will be pursued: 

1. Identification of the technologies that are considered enabling for the Fourth Industrial Revolution. 
● On this step, bibliography research will be conducted to determine what are the technologies 

considered as enabling the Industry 4.0.  
2. Mapping the technical dependencies among the elected technologies. 

● Once the enabling technologies have been selected, a detailed exploration of their definitions, 
characteristics, and usage will be conducted. A deeper understanding of how these technologies 
operate allows the identification of technical dependencies among them and makes it possible to 
establish an implementation sequence based on technical premises.  

3. Maturity index analysis and identification of what are the competencies that the elected technologies aim 
to enable.  
● The Industry 4.0 Maturity Index proposed by the ACATECH will be used as the source that 

determines what are the non-technical competencies that a company needs to display to be engaged 
to the I4.0 principle in different levels of maturity. 

● Taking hold of the previous step outcome, the non-technical competencies fostered by the adoption 
of each enabling technology will be mapped and the technologies distributed at each maturity level 
that they may be more adherent to. 

4. Proposal of an implementation roadmap that is technically coherent and complies with the desired 
maturity evolution.  
● On this step, the studies previously conducted will be overlapped to verify at what level the technical 

sequence and the maturity level distribution will converge.  
 

3.1 Identification of the Industry 4.0 enabling technologies. 
There are no official international norms or standards established as to which technologies are considered enablers for 
Industry 4.0. However, there is a certain level of agreement between academic works (BORTOLINI; GALIZIA; 
MORA, 2018; CHEAH; LEONG, 2019; NAKAYAMA, 2017; SATURNO et al., 2018) and other studies regarding 
this topic, such as those published by Capgemini, McKinsey and Boston Consulting Group (BECHTOLD et al., 2014; 
MCKINSEY, 2015; RÜSSMANN, 2015). 

Table 1 displays the technologies cited by authors whose work specifically address the indication of Industry 4.0 
enabling technologies. It also shows the frequency with which each technology is addressed by different authors. In 
total, 16 different technologies were proposed, four of which were only addressed once: IoS, cognitive computing, 
RFID, and Smart ERPs; and one cited twice: Mobile Devices. These, as they represent less than 30% of the frequency 
of approach by the studied authors, were excluded from the present analysis. Thus, the technologies here considered 
as enabling for the Fourth Industrial Revolution are: 

● Industrial Internet of Things (IIoT). 
● Cyber Physical Systems (CPS). 
● Digital simulations. 
● Cyber security. 
● Additive manufacturing. 
● Collaborative robots. 
● Big Data Analytics. 
● Augmented reality. 
● Horizontal and Vertical Systems Integration (HVSI) 
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● Cloud computing. 
● Smart Sensors. 

Table 1. Industry 4.0 enabling technologies 

Industry 4.0 enabling 
technologies Authors 

 Bortolini et al., 
2018 

Cheah et 
al., 2019 

Nakayama, 
2017 

Saturno et 
al., 2018 

Capgemini, 
2014 

McKinsey, 
2015 

BCG, 
2015 

IoT X X X X  X X 
IoS   X     

Smart ERP   X     
Big Data X X  X X X X 

Additive Manufacturing X X  X X X X 
Cloud Computing X X  X X X X 

Cyber Security X X  X   X 
Collaborative Robots  X  X X X X 
Augmented Reality X X    X X 
Digital Simulations X X     X 

Cognitive Computing    X    
Mobile Devices    X X   

RFID    X    
Cyber-physical Systems X    X X X 

Smart Sensors X   X X X  
Horizontal and Vertical 

Systems Integration X X     X 

 
3.2 Industry 4.0 Maturity Index Analysis 
The maturity assessment on how a company is complying with the Fourth Industrial Revolution premises results in 
its classification at one of the six different levels proposed by the German National Academy of Science and 
Engineering. This indicator is based on the available infrastructures and technologies in addition to the analysis of 
their corporate strategies and processes. It can provide an outlook on the status and on what should be pursued by the 
company to achieve higher levels of maturity if that’s an objective. 
 

As shown on Figure 1, each maturity level represents a capability to be conquered by the company as it moves towards 
full adherence to Industry 4.0: Visibility, Transparency, Predictive Capability and Adaptability. However, the 
document does not link specific technologies to each level, except for the Transparency level, which the document 
associates to Big Data. 

 

Figure 1. I4.0 Maturity Index 
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● Visibility: at this level, the adoption of devices capable of capturing and providing in real time the status of 

each of the company's processes stands out, guaranteeing the visibility of these processes. The security of the 
data is also an important concern. 

● Transparency: the outcome of the massive amount of data previously collected after being treated, grouped 
and contextualized.  

● Predictive Capability: here, the company should be able to apply tools to predict deviations in the process 
before they occur. 

● Adaptability: the process is robust enough to operate autonomously. It is possible that adaptations to sudden 
events, be they operational failures, production scope changes, etc., occur as quickly as possible, preferably 
in real time. 

4. Results and Discussions 
4.1 Correlations between enabling technologies of Industry 4.0 and Maturity Levels.  
After the Industry 4.0 enabling technologies were reviewed, it was noted that they do have technical correlations to 
each other, whether direct or given through other technologies. These links were mapped and the ones that are 
characterized as direct technical dependent – that is, when one technology requires another to fully function – were 
established. Ultimately, it was possible to group the technologies to have an overview of these relationships as shown 
in Figure 2. 

 

 

 
Figure 2. Technical correlations between the enabling technologies 

 
Once the redundancies are removed, it’s possible to re-align the technologies, as shown on Figure 3 and obtain a more 
accurate perception of what the implementation order would be, based only on technical aspects. 
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Figure 3. Simplified technical correlations between the enabling technologies 
 

Although it already displays some level of ordination, it is not possible to take the technology sequence displayed in 
Figure 3 as conclusive because it does not take into consideration the non-technical capabilities discussed previously. 
The maturity index is composed of both technical and non-technical aspects; therefore, it is necessary to correlate the 
capabilities leveraged by the technologies individually to the capabilities required by each maturity level. 
 
Table 2 displays the correlation between the competencies for each maturity level and the technologies that enable 
them, based on the previous exploration of its characteristics. Only the maturity levels concerning the Fourth Industrial 
Revolution were listed. 

 
Table 2. Correlation between the competencies for each I4.0 maturity level. 

 
Maturity Level Competencies Enabling Technologies 

1. Visibility Capturing and providing real time data 
Smart Sensors 

IIoT 
Cyber Security 

2. Transparency Full vision of the data, after it’s been 
contextualized 

Big Data 
Vertical and Horizontal Systems Integration 

Cloud Computing 
Cyver physical Systems. 

3. Predictive Capability Predict deviations in the process before they 
occur. 

Digital Simulations 
Augmented Reality 

4. Adaptability Adaptations should occur as quickly as 
possible 

Additive Manufacture 
Collaborative Robots 

 
Once each enabling technology is associated with the maturity level, it’s possible to establish a systemic roadmap that 
takes into consideration both technical and non-technical aspects of what is expected from the Fourth Industrial 
Automation concept.  
 
Figure 4 displays the result of this study. The model is proposed in levels for two fundamental reasons. The first 
concerns helping the planning process, so that there is a clear objective: to achieve the competence proposed by the 
level; as well as the technical path to be adopted to achieve this objective: the sequence of technologies. In this format, 
the establishment of resources and metrics is favored. The second reason is to highlight the need to assess the impact 
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that the implementation of these technologies has generated, if not individually, in the general context of the level. 
This assessment is an important decision-making tool, as it will indicate whether the performance of the implemented 
technologies is positive and whether the competencies from a strategic point of view have been achieved, thus 
indicating whether the company is prepared to advance to higher levels. 

Figure 4. Simplified technical correlations between the enabling technologies 

5 Conclusion 
This work aimed to investigate the relationship between the technologies associated with Industry 4.0 and the strategic 
competencies that an industry in compliance with it must display. A set of eleven technologies was identified, among 
the ones appointed by authors both in the academic and corporate spheres and were considered as the enablers of this 
new model. It was also observed that most of these technologies have technical interdependencies, which naturally 
imposes a logical order of implementation. As for the strategic competencies, the ACATECH model of industry 
maturity assessment was used as a basis for relating the functionalities provided by each technology to the 
competencies expected in each of the maturity levels. The study accomplishes its objective of establishing a systemic 
roadmap for the implementation of the Industry 4.0 enabling technologies, however, there are considerations that 
should be made about its context. The model considers that the industry at issue should be at the highest level of 
maturity regarding the Third Industrial Revolution, no technical requirements were established prior to the first level 
of maturity for the Fourth Industrial Revolution. Also, the model’s adherence should be tested on a concrete case to 
confirm whether the theoretical inferences made are applicable. 
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