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Abstract 

Electric power disruptions present significant operational and economic challenges, emphasizing the need for 
accessible tools that integrate forecasting, infrastructure visibility, and scenario analysis. This study introduces 
GridGuardian, an AI-driven digital twin framework designed to support power grid resilience using publicly available 
data and machine learning techniques. The platform aggregates infrastructure data from sources including the U.S. 
Energy Information Administration, the Homeland Infrastructure Foundation-Level Database, and OpenStreetMap, 
forming a unified geospatial model of 111,041 grid components across the United States. For short-term demand 
forecasting, a stacked bidirectional long short-term memory (Bi-LSTM) model with multi-head self-attention is 
trained on 26,112 hours of PJM Interconnection load data using 28 engineered features. The model predicts regional 
electricity demand 24 hours in advance with an R² of 0.9409 and a mean absolute percentage error (MAPE) of 3.94%. 
Additionally, a feedforward neural network trained on residential and commercial building survey microdata estimates 
building-level energy profiles, achieving a residential R² of 0.9730. These predictive models are integrated with 
weather alert data, physics-based power flow simulation using PyPSA, and an outage impact estimation framework 
to enable scenario-based analysis. GridGuardian demonstrates how publicly accessible data and artificial intelligence 
can be combined into a practical digital twin platform for identifying vulnerabilities and supporting resilience planning. 
A live implementation of the system is available at gridguardianai.com.  
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