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Abstract

This study introduces the RAM protocol, known as production, best practices a powerful tool for mitigating and
managing residual risks in the power utility, petrochemical, and petroleum industries. It provides a comprehensive
procedural framework for effective risk screening and structured risk assessment, enabling the identification of critical
risks. Furthermore, the paper proposes a robust implementation framework designed to control these risks at an
acceptable level, ensuring safety and operational excellence across these vital sectors. Risk encompasses the inherent
potential for adverse consequences stemming from a variety of hazards and conditions that can impact our operations.
It is imperative that we conduct a comprehensive evaluation of both the severity of potential outcomes and the
probability of these occurrences, allowing us to prioritize our response strategies effectively. Our business is faced
with a multitude of operational risks that are critical to our success. These include challenges related to construction
logistics—such as supply chain disruptions, equipment delays, and resource allocation—alongside vital concerns
regarding personnel safety, which encompasses training, adherence to safety protocols, and emergency response
procedures. Additionally, we must remain vigilant about well integrity and facility integrity to prevent environmental
incidents and operational failures. Aviation safety is another pivotal area where protocols must be meticulously
followed, given the critical nature of air transport in our operations. Lastly, we recognize the importance of robust
security measures to safeguard our assets, personnel, and sensitive information against potential threats. Effective Risk
Management is an essential cornerstone of our operational strategy. It encompasses the systematic application of
established principles and best practices to identify, assess, and control risks in a structured manner. Our goal is to
protect not only human life and the environment but also our physical assets and the integrity of our company’s
reputation—doing so in a manner that optimizes cost-effectiveness. We emphasize responsible stewardship of
resources and prioritize transparent communication regarding our risk management processes and outcomes, ensuring
that all stakeholders are informed and engaged in our risk mitigation efforts.
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UvVDT Unscheduled volume down time
ALT Asset Leadership Team
PU Production Unit

1. Introduction

This section presents crucial processes and procedures that are vital for the effective identification, assessment, and
management of risks. By implementing these measures, we can significantly elevate our capability to manage Safety,
Health, and Environmental (SHE) risks, ensuring that we minimize residual risks to levels that are not just acceptable,
but exemplary. It delivers an in-depth overview of processes for Category 1 and 2 equipment, with a targeted focus
on SHE risks management, particularly concerning high-pressure and rotating equipment. Furthermore, it articulates
clear definitions and insights into Risk Assessment Outlooks and Risk Assessment Management (RAM) Plans,
providing strategic guidance on optimizing risk management efforts. We will introduce a robust, structured risk
assessment methodology while outlining the essential competencies necessary for building a formidable and effective
Risk Management System. By embracing these guidelines, we will foster a culture of safety and risk awareness that
not only protects our organization and its stakeholders but also positions us as leaders in safeguarding health and safety
standards.

1.1  Objective
Risk can be compellingly defined as the potential for negative outcomes that could significantly impact our lives or
operations. It encompasses three essential elements: RISK: The fact that something bad could happen

e "Something": This represents an event that may arise due to a specific hazard or condition, highlighting the
ever-present threats in our environment.

e "Bad": This refers to the consequences and severity of the event should it occur, underscoring the importance
of understanding the stakes involved.

e "Happen”: This denotes the probability or likelihood of the event taking place, emphasizing the need for
proactive measures to mitigate potential threats.

In essence, risk is about recognizing potential events (the “something”), understanding their possible detrimental
effects (the “bad”), and assessing their likelihood of occurrence (the “happen”). By grasping these components, we
empower ourselves to make informed decisions and take strategic actions to safeguard our interests.

Risks exists: Knowing about risk does not create it

Why do we manage risk?
Therefore, our Business Involves Many Operational Risks which we need to address, mitigate and
control in possible means.

e Production operations
Construction risk
Logistics risk
Facility Integrity
Aviation
Drilling
Well Integrity
Personal Safety
Security

2. Literature Review

Wu Jing et al. 2017 discussed the Quantitative risk assessment method for regional port major hazard installations and
its application. Zhi bin Yan et al. 2020 discussed the Risk Characteristic-Oriented Renewable Energy Scenario
Reduction Method for Power System Risk Assessment. Wang Lijian et al. 2010 discussed the Research the
information security risk assessment technique based on Bayesian network. Yang Li et al. 2013 discussed the
Quantitative area risk assessment and safety planning on chemical industry parks. Xiaobo Wu discussed the Study
about environmental risk assessment and management of chemical industry park. ZOU Qi et al. 2018
Risk Assessment for Transmission Network Planning Scheme based on Conditional Value-at-Risk. Incorporate a
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broader range of failure modes. Committed to addressing issues before they lead to mission aborts. Enhance our ability
to assess and track reliability growth effectively. Increase the statistical power and confidence in our reliability
evaluations during testing. Establish realistic and attainable reliability growth goals. Eliminate subjectivity from the
reliability scoring process. Correct a greater number of failures that adversely impact system availability,
maintainability, and operating or sustainment costs.

2.1 What Is Risk Assessment and Management (RAM)

The RAM is composed of two critical components: risk assessment and risk management. In the first component, risk
assessment, we meticulously evaluate the significance of potential risks to determine the necessity for further reduction
or mitigation strategies. This proactive approach ensures that we are not only aware of the risks but also prepared to
address them effectively. In the second component, risk management, we implement a strategic system of principles
and practices designed to identify, assess, and control risks rigorously. By doing so, we safeguard our objectives and
foster a resilient environment, ultimately ensuring robust protection for our endeavors.

In a cost-effective manner. Risk Management includes appropriate stewardship and communication of results. Human
harm, environmental degradation, and economic loss are unequivocally defined by their consequences and
probabilities; these elements are what constitute a true risk.
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Figure 1. OIMS Provides a Structured Approach for Managing Risks

2.2 What Is RAM Manual

Our objective is to establish and underline common processes that drive consistency and efficiency in the
identification and evaluation of SHE (Safety, Health, and Environmental) risks. By leveraging the Corporate RAM
Guide and the Corporate Risk Matrix Application Guide, we can effectively implement the Screening and
Assessment processes that are critical to our success. The RAM Manual plays a pivotal role in ensuring uniformity
through standardized tools, which encompass:

A clear definition of what should be assessed

A precise distinction between SHE risks and business losses (financial exposures)

The development of standardized forms for risk assessments and reporting

Empowering the use of IMPACT to enhance the tracking of risks, action items, and stewardship
Clear definitions of qualifications and responsibilities

e
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By adopting this structured approach, we are not merely improving risk management; we are laying the foundation
for a culture of safety and accountability that will significantly benefit our organization. Let us commit to this
initiative and transform the way we manage SHE risks.

2.3 Production Unit Addendum

Each Production Unit (PU) is mandated to create a comprehensive addendum to the Risk Assessment and Management
(RAM) manual. This addendum will serve as an essential framework that outlines the specific procedures and tools
employed by the production unit to adhere to the expected and recommended practices. Furthermore, it must detail
any additional guidelines necessary for the production unit and highlight any approved deviations from the selected
Energy Company's RAM Manual. To ensure our commitment to safety and excellence, the PU Addendum must
encompass, at a minimum, the following key components:

Documented deviations from the selected Energy Company RAM Manual.

Clearly defined approval authorities specific to the production unit.

A tailored Risk Assessment (RA) outlook that reflects the unique circumstances of the production unit.

A robust Risk Communication Program designed specifically for the production unit's needs.

An effective Risk Stewardship Process relevant to the production unit.

Compliance with regulations that are specific to the production unit.

Detailed documentation protocols and references unique to the production unit.

A list of approved RA Team Leaders, Risk Screeners, and a thorough understanding of the role of legal
considerations in the RAM process, including the review and approval of Risk Assessments.

PRAINR P =

By adhering to these guidelines, we demonstrate our unwavering commitment to safety, effective risk management,
and operational excellence within our production units.

2.3 Risk Assessment Outlook and Annual RAM Plan

Production Unit (PUs) embark on a comprehensive 10-year Risk Assessment Outlook, meticulously outlining
proactive hazard evaluations and risk assessments. The frequency of these strategic studies is determined by the
varying risks associated with different operations and is also shaped by the requirements set forth by the PU's
regulatory framework, such as the critical Safety Case regulations. Integral to their business planning process, PUs
formulates a robust annual Risk Assessment and Management Plan for each asset as shown in Figure 2. This plan
encompasses:

1. Clear and targeted assessments, detailing types and scope along with assigned responsibilities,

Essential risk management activities, including training initiatives, updates on prior assessments, and innovative
process safety or risk management initiatives/studies,

Dynamic risk communication programs and initiatives designed to engage stakeholders effectively,

Specific targets for closing out action items and risk assessment scenarios, ensuring accountability and progress
5. Relevant updates on regulatory-related activities, including vital Safety Case updates when applicable.

bl

By committing to this structured approach, PUs not only enhance their operational safety but also foster a culture of
continuous improvement and transparency in risk management.

Planned Assessments Work Execution Processes
M - Periodic Risk Assessments Work Permits
* HAZOP’s « Job Safety Analyses (JSA)
« Engineering Studies Last Minute Risk Assessments (LMRA)
« Environmental Aspects Assessments Management of Change (MOC)
» Aviation and Security Assessments » Maintenance Inspections / Surveillance
+ OIMS Assessments + Procedure and Work Permit Reviews
* Risk-Based Work Selection

Incidents & Near Misses Mindfuiness

* Incident Investigations + Heightened hazard and risk awareness

* Near Miss and Hazard Reports « Preoccupation with what could go wrong

* Company / Industry Incident Alerts + Avoid simplification of complex operations
« Process Safety Indicators — esp. Tier2 & 3 « Sensitivity to the abnormal / unusual

» Downtime events

Figure 2. Hazard Identification and Evaluation
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Figure 3. Risk Assessment & Management Process Overview

2.4 Risk Screening Process

Hazards that cannot be promptly mitigated or resolved warrant thorough screening to establish their potential
significance. This screening process is essential for effectively identifying and prioritizing critical risks—specifically
those that fall into Potential Category 1 and 2 risks as shown in Figure 4.
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Figure 4. Risk Assessment & Management Process Overview

Once arisk is identified as potentially significant, it will be channeled into a structured risk assessment to confirm its
classification. A qualified individual, known as the Risk Screener, will be tasked with rigorously evaluating these
reported risks. Should the Risk Screener validate the risk as potentially a Category 1 or 2, it will be escalated to the
Operations Superintendent without delay. This pivotal endorsement activates a structured risk assessment process,
and the Risk Screening Form will serve as the official mandate for this assessment. By taking these proactive measures,
we ensure that we address significant risks with the urgency and attention they demand.

3. Structured Risk Assessments

Hazards that may be classified as Category 1 or 2 SHE risks must undergo a structured risk assessment, approved by
management. All assessments require charters signed by the Operations Superintendent (ALT Leader). The structured
process involves converting identified hazards into credible risk scenarios using the Risk Matrix. The Risk Assessment
team must be trained, and Financial Exposures related to business loss should be evaluated separately from Safety,
Health, and Environmental (SHE) risks. For significant risks (Category 1 and 2), documentation must include a
Scenario Worksheet and Event Tree. Communication is essential to ensure everyone is aware of the top risks, and
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these must be escalated to unit senior leadership promptly. The goal is to provide Decision Makers with information
for informed decisions. Follow-up actions must be taken according to the assessed risk category, and any changes to
approved Action Plans or deadlines need the original Risk Owner's endorsement.

When chartering a risk assessment, consider whether existing controls are adequate, if other OIMS processes could
address the hazard, and if necessary, actions are already known. If faced with higher-risk tasks, question the need for
arisk assessment, ensure adequate safeguards are in place, confirm the availability of qualified personnel, and evaluate
whether the Risk Matrix will provide sufficient insights or if a more quantitative approach is needed.

Risk Acceptance Criteria

Risks must be effectively managed to an acceptable level, necessitating thorough reviews and approvals from
management. The determination of this acceptable risk level hinges on a comprehensive evaluation of the safeguards
in place, aligned with recognized and widely accepted standards and practices. Clear risk acceptance criteria are
essential for decisively identifying which risks can be deemed acceptable. Ultimately, this critical assessment rests
with the risk approval authority, typically the Risk Manager, whose judgment shapes our organization's risk posture
and strategic direction.

Risk MATRIX i . o
i F e b E Category Guidance for Mitigation
: 213 A higher risk that should have specific controls
established in the short term, and should be reduced as
n 2 BSN 4 soon as possible
22 B3 4| 4 2 A medium risk that should be reduced unless it is not
- reasonably practicable to do so
vl 4444 3 A medium risk that should be reduced if lower cost
options exist to do so
4 A lower risk that is expected to be effectively managed
in base OIMS practices

Figure 5. Risk Acceptance Criteria

3.1 The Risk Manager Approves the Risk

The “Risk Manager” plays a crucial role in safeguarding the organization by approving written or electronic reports
(IMPACT) that address risks based on their magnitude. These reports detail identified risk scenarios, categorize risks,
and recommend effective risk reduction measures. The Risk Manager has several decisive options:

1. Approve the risk scenarios along with the recommended risk reduction measures to take proactive steps in
managing potential threats.

2. Request further analysis from the team, ensuring all angles are explored and that comprehensive information
supports the risk decision.

3. Revise and enhance the risk reduction alternatives, ensuring we adopt the most effective strategies to mitigate
risks.

4. Accept the risk as it currently stands, with existing controls, along with a documented justification that outlines
the rationale for this decision.
The Risk Manager is ultimately accountable for overseeing the risk until it is effectively resolved. Their approval
is essential for either the continuation of operations—acknowledging the acceptance of the risk—or for endorsing
the proposed action plan. This responsibility not only protects the organization but also fosters a culture of
informed decision-making and strategic risk management.

Risk Category | Risk Manager

1 Production Mgr
2and 3 Ops Mgr
4 Ops Supt
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Figure 6. Risk Manager Approves the risk

3.2 Discussion - Risk Assessment — Key Points

Screening Discovered Hazards: All identified hazards must undergo a rigorous screening process to pinpoint those
that necessitate further evaluation. This critical task is carried out by skilled professionals known as Risk Screeners.
Hazards assessed as potential Category 1 or 2 risks are escalated to a Risk Screener for comprehensive analysis,
ensuring that no significant risks are overlooked.

Conducting Risk Assessments: Triggered Risk Assessments (RAs) are imperative for the hazards that have already
been identified. In addition, Planned RAs play a vital role in proactively identifying risks throughout the operational
lifecycle, utilizing structured techniques to effectively uncover potential hazards before they can escalate.

Consistent Risk Assessment: For those screened hazards identified as having a higher risk potential, it is crucial to
conduct a triggered risk assessment promptly and effectively. Both triggered and planned structured risk assessments
are systematically implemented by qualified personnel using an endorsed methodology, ensuring a thorough and
reliable evaluation that drives informed decision-making.

Understanding Risk Decisions: Some vital risk-related decisions can indeed be made without the formalities of
structured risk assessments. However, it is essential to recognize that simply knowing about a risk doesn’t create it;
rather, awareness of risks empowers us to manage them effectively. In the realm of risk management, knowledge is
not just power—it's a fundamental necessity.

We actively manage risks to: Protect the well-being of people and the environment. Secure and maintain our license
to operate. Deliver exceptional reliability. Strengthen external relationships to become the partner of choice. The
Operational Integrity Management System (OIMS) offers a robust framework for our risk management process,
enabling us to systematically identify hazards and effectively manage risks.

Through the Risk Assessment and Management (RAM) system, we present vital information in a clear and
organized manner, empowering informed decision-making to control Safety, Health, and Environment (SHE) risks
at acceptable levels. Our objectives include:

- Providing a comprehensive view of all significant SHE risks
- Prioritizing risks to ensure that those with the highest potential impact are addressed first
- Involving the appropriate leadership in crucial decision-making processes

In our approach to decision-making, there is no predetermined point at which we should cease our efforts to
minimize risks. Risk assessments merely identify potential hazards; it is our proactive actions that truly reduce risks.
Delaying a decision or opting not to decide effectively means accepting the current level of risk. We are committed
to taking decisive action to safeguard our people, environment, and operations.

4. Conclusion - Risk Management Expectations for You

Take a proactive approach to identify hazards and uncover risks. Embracing the discovery of risks isn’t just beneficial;
it is absolutely critical for our success. While integrating this mindset into our culture may present challenges, we
must not allow it to be sidelined. We must establish strong practices that empower us to understand and address risks
as conditions evolve. It is imperative that our most qualified experts rigorously evaluate these risks through a
structured and reliable process. A deep, comprehensive understanding of our risks is vital. Remain vigilant regarding
higher-risk areas and distinctly outline your "Top Ten" risks—whether they are open, mitigated, or accepted. Every
leader within the organization must be fully aware of their key risks. Moreover, ensure a thorough understanding of
the controls we have in place to effectively mitigate these top risks and prevent any escalation of potential issues. By
doing so, we fortify our organization and cultivate a robust culture of proactive risk management and resilience.
Together, we can safeguard our future and drive sustained success.
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Mitigation § Discovery

Figure 7. Risk Manager Approves the risk
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