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Abstract 

Many engineering systems face various natural and manmade hazards, whose occurrences can significantly disrupt 
system operations. The task of assessing how such systems perform under multiple hazards becomes especially 
challenging when hazards recur stochastically and influence one another in a dynamic manner. In this paper, we 
propose an analytical approach to model multiple dependent hazards, and use this model to quantify a system’s 
multimodal performance (expressed as availability) and its resilience. Specifically, we derive the joint distribution for 
the hazards’ occurrence and severity over time, then link that distribution to system degradation and recovery 
processes, ultimately determining the system’s multimodal availability. By applying this method to the IEEE 9-bus 
modified test system as an approximation of the Western System Coordinating Council (WSCC) in the United States, 
we illustrate both the effectiveness and the practical relevance of our proposed approach to system performance 
evaluation. 

Keywords 
Engineered systems, Dependent hazards, Availability, Resilience. 

1. Introduction
Over the first two decades of the twenty-first century, large-scale critical systems have proliferated across numerous 
sectors. Any disruption or damage to these systems can have severe consequences for public health and a nation’s 
economic stability. Besides the inherent failures a system may encounter—addressed through reliability analyses and 
preventive maintenance—external hazards, both natural and manmade, pose significant threats to overall 
functionality. Unlike inherent failures, these external hazards call for the use of resilience as an evaluation metric. 
Moreover, in many parts of the world, risks often involve multiple hazards simultaneously, amplifying the need for 
research into multi-hazard resilience. 

In this paper, we model the multi-hazard resilience of an engineered system subject to recurrent hazards with 
interdependency. The three research objectives of this paper are listed as follows: characterization of the hazards that 
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pose threats to system normal operation, modeling of system performance under the hazards, and quantification of 
system resilience based on the system performance. 
 
2. Literature Review  
To date, substantial studies have been conducted on topics that are related to the resilience modeling of an engineered 
system that is subject to multi hazards, including hazards characterization and system performance and resilience 
modeling under such multi hazards. A brief review is given below. 

Scenario-Based (Deterministic) and Probabilistic Hazard Characterization. Many researchers have approached 
multi-hazard modeling by focusing on specific hazards within particular regions, often emphasizing scenario-based 
methods that rely on historical data and do not always incorporate explicit stochastic models for frequency and severity. 
For instance, Bangladesh—a nation extremely vulnerable to natural disasters—has district-level multi-hazard zoning 
((Barua et al., 2016)), where consequences of each hazard type are derived from historical disaster records. Similar 
work by (Bathrellos et al., 2017) merges single-hazard maps (landslides, floods, earthquakes) into an integrated multi-
hazard overview for Northeastern Peloponnesus, Greece. Another example is the assessment of landslide hazards on 
Madeira Island, which led to cascading hazards after a severe rainfall event in February 2010 ((Nguyen et al., 2013)). 
On the other hand, it is widely recognized that hazards exhibit randomness in both frequency and severity, making 
probabilistic methods crucial for robust mitigation planning. Popular probability distributions to capture hazard 
occurrence include Poisson (homogeneous or non-homogeneous) and Binomial processes, whereas severity can 
sometimes be modeled by distributions like the Binomial or other approaches. Researchers also categorize methods 
to account for such interactions as qualitative, semi-quantitative, or fully quantitative. Qualitative models ((Di Mauro 
et al., 2006) and (Marzocchi et al., 2012)) offer frameworks and guidelines without heavy numerical detail, while 
semi-quantitative methods use matrices and event trees ((Kong and Simonovic, 2019) and (Marzocchi et al., 2009)). 
Quantitative models, whether nonparametric (e.g., random forest, probability maps, Copula functions) or parametric 
(e.g., joint probability approaches, multiple regression, Bayesian networks), rigorously capture dependency structures 
among hazards. 

Deterministic and probabilistic Modeling of Performance or Resilience. Building on multi-hazard 
characterizations, researchers often evaluate performance or resilience under specific hazards, frequently emphasizing 
localized settings. For example, (Preston et al., 2016) examines power grid resilience in the United States by 
scrutinizing the entire hazard spectrum. Arizona’s flood-wildfire-drought mitigation plan likewise addresses multiple 
perils, though each hazard is mostly considered independently ((Srivastava and Laurian, 2006)). A number of 
probabilistic frameworks address the performance (or, in terms of reliability) modelling and optimization of a system  
(Li et al., 2024, Wei et al., 2024, Gao et al., 2021, Cheng et al., 2021b, Zhao et al., 2025, Wei et al., 2025)  or a 
population of systems (Cheng et al., 2021c) that are subject to multiple sources of stresses or external shocks. Based 
on the modelling and optimization work, criticality analysis is conducted (Zou et al., 2023b, Wang et al., 2022, Zou 
et al., 2023a). 

Discussions. Despite some progress in describing dependent multi‐hazards (often drawing on historical or simulated 
data), existing frameworks remain fairly narrow in scope. They usually emphasize specific hazards in particular 
regions rather than covering the full range of possible hazardous events. Additionally, any interdependence among 
hazards—when accounted for—tends to be treated as a static parameter, such as through a hazard matrix. This 
assumption does not accurately represent realistic scenarios where hazards unfold and interact dynamically over time. 
Furthermore, hazards often occur multiple times, each with random timing and severity, making it complex to capture 
their interrelations fully. These considerations underscore the need for probabilistic models that depict random 
hazards—both in occurrence and severity—while incorporating evolving interdependencies over extended time 
horizons.  

Although many studies examine performance under a variety of hazards, a common strategy is to treat each hazard 
independently, then combine the individual performance losses (e.g., via summation or averaging). Such methods do 
not address scenarios in which hazards arise in a random, interacting fashion that influences how they jointly 
compromise system functionality. While some dynamic studies exist, they are often simulation‐based and do not 
explicitly handle hazards’ repeated occurrences in an analytical manner. Consequently, there is a pressing need for a 
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suitable system performance indicator along with an analytical framework that can capture how dependent, recurring 
hazards jointly shape overall system performance.  

Extending the idea of multi‐modal performance to a corresponding notion of resilience presents significant hurdles. 
Various resilience metrics have been proposed, including (i) measures of performance across a time window 
((Cimellaro et al., 2010)), (ii) performance at particular time points ((Ouyang, 2017)), (iii) probability‐based 
assessments of meeting robustness or recovery standards ((Giahi et al., 2020)), and (iv) integrative indicators across 
the entire hazard‐recovery timeline ((Chang and Shinozuka, 2004)). However, these approaches tend to assume (a) an 
overall monotonic decline in system performance followed by a similarly monotonic recovery, or (b) a single hazard‐
recovery phase. They do not typically identify specific turning points in performance or address cases where multiple 
hazards occur sequentially (or overlapping) and induce repeated cycles of damage and recovery, leading to multi‐
modal performance trajectories. Indeed, in reality, hazards can recur over multiple intervals, creating multiple hazard‐
recovery cycles, as suggested by Figure 1. When performance falls or recovers in a non‐linear or multi‐phase manner, 
existing resilience metrics struggle to capture these dynamics. Hence, a more advanced approach is needed for multi‐
modal resilience quantification that reflects the discontinuous and repeated nature of real‐world hazard events. 

In this study, we focus on three core challenges. First, we propose a set of statistical models that capture the dynamic 
occurrence frequency and severity of multiple, dependent hazards with recurrence, where a hazard’s occurrence 
probability and severity are both elevated by the presence of other relevant hazards within a specified time frame. We 
then derive the joint distribution for the occurrence times and severities of all hazards acting upon a given system. 
Next, we introduce a method to characterize multimodal availability, reflecting the varying performance levels of 
systems with multiple performance indicators—each one vulnerable to different hazards. Specifically, we describe 
how performance degrades and recovers under these interdependent, recurrent hazards, and we analytically track the 
system’s overall performance over time. For our purposes, we consider availability to be the system’s overarching 
performance metric. Finally, we formulate several multimodal resilience measures. A key element here is our segment 
division algorithm, which helps smooth out the system’s multimodal availability profile and enables an efficient 
representation of the system’s resilience over time. We further investigate the properties of instantaneous resilience, 
highlighting issues of convexity and monotonicity. To validate the precision, applicability, and effectiveness of our 
proposed models, we provide simulation results and numerical examples. 

3. Hazards Characterization  
We consider a system that is vulnerable to a set of hazards Ω . For an arbitrary hazard i∈Ω , its occurrence 
frequency is positively correlated with the occurrence and severity of its dependent hazard set fre

iΩ . Similarly, the 
severity of hazard i∈Ω upon each occurrence is positively correlated with the occurrence and severity of its 
dependent hazard set sev

iΩ . In this section, we characterize the frequency and severity of hazard i, and model the joint 
distribution of the occurrence time and severity of all hazards in Ω  over time.  
 
3.1 Hazards Frequency and Severity  
Frequency. The occurrence of hazard i follows a Non-homogenous Poisson process with a counting process

0
( ) ~ ( ( ) )

s

i iN s P t dtλ∫ , where ( )i tλ is the summation of (i) its inherent occurrence rate 0 ( )i tλ  (which is independent of 

other hazards) and (ii) the impact of the occurrence time and severity of the hazards in fre
iΩ on its occurrence rate (Eq. 

(1)). Both (i) and (ii) are dynamic. 
 0

: ( , )
( ) ( ) ( )fre fre

i j i ji i
i i i jj t t t

t t S
β α α

ββ τ
λ λ λ

∈Ω ∀ ∈ −
= +∑ ∑    (1) 

Severity. Upon each occurrence, hazard i’s severity is modeled as the summation of (i) its inherent severity 0
iS  (which 

is independent of other hazards and randomly distributed with a CDF ( )0
iF ⋅ ) and (ii) the impact of the occurrence 

time and severity of the hazards in sev
iΩ  (Eq. (2)). It is modelled by  

 0
: ( , )

( )Sev sev
i j i ji i

i i i jj t t t
S S S S

β α α
α α ββ τ∀ ∈Ω ∀ ∈ −
= +∑ ∑   (2) 

3.2 A Joint Distribution of the Hazards Occurrence Time and Severity  
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We investigate the joint probability density function (pdf) of iT


 and iS


i∀ ∈Ω  in Eq. (3). Specifically, the joint pdf 

is obtained by exploring the conditional pdf of iT


 and iS


 given the frequencies and severity levels of all the hazards 
in fre sev

i iΩ ∪Ω . Its explicit form is given by 

 ( ) ( ) ( ), ; , , ,sev fre
i i i i i i i j j i i i j j i

i

P T t S s i P S s t t s j P T t t s j
∈

= = ∀ ∈Ω = = ∀ ∈Ω = ∀ ∈Ω∏
         

Ω

  (3) 

where  

( ) ( ) ( )( )[ ]( ),

0 0
, : ( , )

, , * * ;sev sev
i j i j i i

sev
i i i j j i i i ij i j ij t t t

P S s t t s j f s f s s s
β α α

α α β αα β τ∀ ∀ ∈Ω ∀ ∈ −
= ∀ ∈Ω =∏ ∏

      (4) 

 ( ) ( )
( )1

 , exp ( ) i

i

tfre
i i j j i i i it

P T t t s j t dα

α
α αα

λ λ µ µ
−

∀∀

  = ∀ ∈Ω = −    
∑∏ ∫

      (5) 

,

0
: &

( ) ( ) ( )fre fre
i j j j i j

i i i jj t T t
S

β β
ββ µ τ µ

λ µ λ µ λ
∈Ω ∀ ∈ − ≤ ≤

= +∑ ∑  . 

 
When hazard i’s frequency and severity are independent of other hazards, i.e., fre sev

i iΩ ∪Ω =∅ , Eq. (3) is reduced 
to Eq. (6): 

 ( ) ( ) ( )
( 1)

0 0, | ( ) ( ) exp ( )i

i

t

i i i i i i i i i i i i i it
P T t S s P S s t P T t P S s t t dtα

α
α α αα

λ λ
−

∀

  = = = = = = = −    
∏ ∫

        (6) 

 
4. Modeling of System Multimodal Availability  
4.1 System Performance Degradation and Recovery Processes 
We consider that the system has a set of independent performance indicators . Upon each occurrence of hazard i, 
system performance indicator i stochastically degrades for a fixed period iτ . Hazard i occurs repeatedly over time and 
the degradation level of performance indicator i accumulates. Upon system’s failure, a recovery action starts to recover 
all degraded performance indicators to the pre-hazard levels. We define two system states (the system is in either state 
1 or state 2 at an arbitrary time) and describe the system state transition process as follows. 
 
State 1 (i.e., performance degradation process):  The system is not under recovery and is available.  
State 2 (i.e., performance recovery process): The system is under recovery and is unavailable.  
 
State 1. At time , the system is in state 1. An arbitrary hazard i may occur at arbitrary time instants and 
stochastically degrade system performance indicator i. We develop a non-stationary Gamma process with a dynamic 
stepwise shape parameter ( ) : i i

i it t t
t S

α
αα τ

α
∀ − < ≤

= ∑  to model system performance indicator i degradation process over 

time (Eqs. (7) - (8)).  
 0(0)i iD D=   (7) 

 ( ) ( )2
10

lim ( ) ( ) ( ; , ),   0,i i i it
D t t D t G t t t tα β

∆ →
+ ∆ = + ∆ ∈   (8) 

State 2. The recovery action starts at time 2
1t to recover all degraded performance indicators to the corresponding pre-

hazard levels. We develop a non-stationary Wiener process with a dynamic stepwise drift parameter
( ) 0

: i i
i i it t t

t S
α

αα τ
γ γ

∀ − ≤ ≤
= −∑  to characterize the recovery process with respect to performance indicator i (Eq. (9)). 

The recovery action lasts until all degraded performance indicators are recovered, upon which the system transits back 
to state 1 at time 1

2t  (i.e., re-enters state 1 for the 2nd time).  

 
2 2

1
20
1

( ) ( ) (0, )  if ( ) 0
lim ( )

0                                            if ( ) 0
i i i i

it
i

D t t t N t D t
D t t

D t

γ σ
∆ →

 + ∆ + ∆ >+ ∆ = 
=

  (9) 

 
4.2 System Multimodal Availability Modeling 
System availability at time t equals to the probability that it is in state 1. Its expression is given by 

Θ

0t =
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We particularly investigate ( )1 1 1
1 1P T t tβ β β+ +=  in Eq. (12) by exploring system’s possible transitions between state 1 

and state 2 as follows.  

( ) ( )
1

1

1

1 1 1 1 1 2 2 1 2
1 1 , ' 1 1'

,  
t

i ii i t
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&
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j
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j i j
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P T t T t t P D t D P D t D dD
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β β β β β β β
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∀ ≠ ∈Ω

+ + +
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= > = ⋅ = > <

∏ ∫

∏
  (14) 

It is worth noting that most real-world infrastructures that these proposed availability models target share two key 
features. First, they typically comprise multiple subsystems. Therefore, when evaluating the infrastructure’s overall 
availability, it is necessary to identify how these subsystems connect or depend on one another, and then aggregate 
each subsystem’s availability into a single measure for the entire infrastructure. Second, many infrastructures do not 
fall neatly into “failed” versus “operational” states but may instead have “partial functionality.” In such circumstances, 
using “availability” alone may not accurately capture the infrastructure’s actual performance. Consequently, other 
measures—such as the expected fraction of normal functions delivered—are more appropriate. 
 
5. Case Study   
Unanticipated disturbances leading to blackouts are a central concern for power grids. In this work, we illustrate our 
proposed availability and resilience approaches using the widely referenced IEEE 9-bus modified test system, which 
approximates the Western System Coordinating Council (WSCC) in the United States. This system includes nine 
buses, six connectors, three transformers, and three users. Given known load demands and generator statuses, power 
flow and bus voltages can be calculated via the Newton‐Raphson method (whose detailed steps are standardized and 
thus not reproduced here). An important point is that, because the system incorporates redundancy—such as a slack 
generator and parallel transmission lines—it can typically maintain operation despite intrinsic failures (for example, 
short circuits or ground faults). Consequently, those inherent failures are not modeled in our analysis. Instead, the 
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focus is on random natural and human‐induced hazards, which can substantially disrupt power generation, 
transmission, and distribution. A graphic representation of the system is given below in Figure 1.  

 
Figure 1. IEEE 9-bus modified test system 

             
We consider three major hazards that pose the greatest risk to the IEEE 9‐bus system’s reliable performance. 
Cyber-Attack (Hazard 1). This hazard primarily targets the distribution control systems housed within the buses, 
where programmable logic controllers (PLCs) manage power distribution. It is further complicated by the reliance of 
distributed energy resources on open communication networks, making them susceptible to infiltration or data 
manipulation. 
Extreme Wind (Hazard 2). High wind speeds can uproot trees, snap power lines, and disrupt service to distribution 
substations. All major components—buses, connectors, and transformers—are at risk from such powerful gusts, which 
can lead to outages or physical damage in the network. 
Wildfire (Hazard 3). Wildfire poses a serious threat to buses, connectors, and transformers. Moreover, its damaging 
effects become significantly greater when coupled with extreme wind, which can carry embers over larger distances 
and intensify the heat, thereby amplifying the overall impact. 
 
Three distinct hazards are each modeled as Poisson processes for their occurrence, with severity drawn from normal 
distributions. Table 1 summarizes the base (or “inherent”) frequency and severity parameters for all three. 
Dependencies exist specifically between wildfire and extreme wind, as shown in Table 2. In particular, the presence 
of extreme wind (i) raises the probability that a wildfire will occur, and (ii) heightens the wildfire’s potential damage 
within a relevant time window. Meanwhile, the degradation and recovery behaviors for buses, transformers, and 
connectors under any of the three hazards follow Gamma processes (for performance decline) and Wiener processes 
(for repair), using the parameters presented in Table 3. These parameters include the Gamma scale factors, the intrinsic 
repair rates, the Wiener diffusion terms, and the critical failure thresholds for each type of component. 
 

Table 1. Hazards’ inherent frequency and severity 
 

0
1 ( )tλ  0

2 ( )tλ  0
3 ( )tλ  ( )0

1f ⋅  ( )0
2f ⋅  ( )0

3f ⋅  1τ  2τ  3τ  
0.01 0.007 0.001 N(1.2,0.1) N(1,0.1) N(1,0.1) 50 50 50 

•  
Table 2. Dependency between extreme wind and wildfire 

 

23
freτ  23

sevτ  3 2( )Sλ  ( )23 2;f S⋅  

50 50 2S /200 2S ×N(0.5,0.1)  
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Table 3. Degradation and recovery processes of the bus, transformer and connector under the hazards 
 

 1β  2β  3β  1γ  2γ  3γ  2
1σ  2

2σ  2
3σ  1

FD  2
FD  3

FD  
Bus 5 5 10 20 25 15 25 

16 16 
200 200 150 

Transformer NA 8 10 NA 25 15 NA NA 200 150 
Connector NA 10 15 NA 40 25 NA NA 150 100 

 
Utilizing the models outlined in Section 3, we calculate the joint distribution of occurrence times and severities for 
the three hazards over the specified period. From these results, we determine the bus, transformer, and connector 
availabilities shown in Figure 2. Building on that, we compute the overall system performance—defined as the 
proportion of customers whose demand is satisfied—and plot it in Figure 3. Figure 4  reveal a similar monotonicity 
trend in the availabilities of the three component types (bus, transformer, connector) and in the overall system 
performance. Initially, all remain high because, at the outset, none of the hazards has occurred nor has any degradation 
crossed the failure thresholds for these components. This period of relative stability continues until increasing hazard 
occurrence probabilities begin to lower each component’s availability. Observing the entire system’s performance, we 
see that during the first half of the recovery window, it rises steadily, but then enters a phase of fluctuations as the 
recovery continues. In essence, as the probability of recurring hazards grows, it can slow down the expected recovery 
process for buses, transformers, and connectors. We refer to the segment division algorithm to smooth out the system 
performance curve. We then use the resilience metric in (Cheng et al., 2021a) to evaluate the system resilience, the 

weight of system performance is set to be dynamic as ( ) ( )
( ) ( )

1
1

( ; ) 1 n
n nx x

x x

tw t t t t
t t+

+

≤ ≤ = −
−

.  

 
Figure 2. Availability of the components over period (0,100)  
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Figure 3. Performance of the IEEE 9-bus system over period (0,100)  
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Figure 4. System performance and resilience over period (0,100)  

 
We can see that as time progresses, under dependent hazards, hazards occur continuously due to their interdependency. 
Consequently, unlike a typical one-time hazard, neither resilience nor performance can return to their pre-disruption 
levels. 
 
6. Conclusion 
This paper presents an analytical framework for assessing both performance (interpreted here as availability) and 
resilience in systems subject to dependent, recurring random hazards. Our approach begins by providing a quantitative 
description of each hazard’s occurrence frequency and severity, recognizing that one hazard can elevate another’s 
likelihood (and impact) when they occur concurrently. We derive the joint distribution for hazard occurrence times 
and severities for all hazards relevant to the system. Building on this characterization, we then model how the system’s 
performance degrades and recovers in the presence of these hazards, leading to a time-varying, multimodal depiction 
of system availability. We further define several resilience measures—namely, instantaneous, overall, and average 
resilience—that rely on availability to capture system performance, robustness, and recovery capabilities. The 
accuracy and practical utility of these proposed availability and resilience formulations are corroborated by both 
simulation and numerical case studies. 
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